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WE (AT  THE ARCHIVES) DON’T 
CARE WHAT YOU THINK

• True or False?



WE (AT THE ARCHIVES) CARE 
WHAT YOU THINK

• We want to help you

• We treasure your feedback (beg for it, 

in fact)

• Points of pain (try to answer what you 

ask)



THE QUESTION ‘CAN WE DESTROY 
THE PAPER AFTER WE SCAN IT?’ 

HAS A SINGLE YES OR NO ANSWER

• True or False?



THERE ARE MANY FACTORS TO 
CONSIDER WHEN DECIDING 

WHETHER OR NOT TO DESTROY 
THE PAPER AFTER YOU SCAN IT

• Decision should be made for each group of records (record 

series).

• I envisioned a fun choose-your-adventure type of tool that 

would usually provide a definitive answer to this question.

• But a flow chart of all of the variables would be pretty insane



OPEN RECORDS PORTAL 
RECORD REQUEST FLOWCHART



INSTEAD I WILL TRY TO BE YOUR 
TOUR GUIDE THROUGH THE ISSUES



SOME FACTORS TO CONSIDER

• Scheduled Retention of the record

• Importance of the records (risk assessment)

• Requirements for managing electronic records

• Liability

• Standards used for imaging the records

• Quality control process

• File format

• Media and storage

• Software characteristics and capabilities

• Ability to dispose of electronic records accurately

• Migration plan

• Cost of maintenance





“WE ARE NOT CREATING ANY 
RECORDS BECAUSE THEY ARE ALL 

BEING DONE ELECTRONICALLY”

• True or False?



ELECTRONIC RECORDS ARE 
RECORDS TOO

63G-2-103 Definitions 

. . . .

(22) (a) "Record" means a book, letter, document, paper, map, 

plan, photograph, film, card, tape, recording, electronic data, or 

other documentary material regardless of physical form or 

characteristics:

(i) that is prepared, owned, received, or retained by a 

governmental entity or political subdivision; and

(ii) where all of the information in the original is 

reproducible by photocopy or other mechanical or electronic 

means



ELECTRONIC RECORDS ARE 
RECORDS TOO

63G-2-103 Definitions 

. . . .

(22) (a) "Record" means a book, letter, document, paper, map, 

plan, photograph, film, card, tape, recording, electronic data, or 

other documentary material regardless of physical form or 

characteristics:

(i) that is prepared, owned, received, or retained by a 

governmental entity or political subdivision; and

(ii) where all of the information in the original is 

reproducible by photocopy or other mechanical or electronic 

means



RETENTION SCHEDULES MANDATE 

THE AMOUNT OF TIME THAT 

RECORDS MUST BE MAINTAINED, 

AND AUTHORIZE DESTRUCTION OR 

TRANSFER OF THE RECORDS ONCE 

THE MANDATED TIME PERIOD HAS 

ENDED. 

• True or False?



RETENTION SCHEDULE
What it is and what it looks like



RETENTION SCHEDULES ONLY 
APPLY TO PAPER RECORDS

• True or False?



RETENTION SCHEDULES APPLY TO 
THE RECORD COPY OF ALL 

RECORDS

• Uniform Electronic Transactions Act

• Only the record copy is subject to the retention schedule

• Access, reference, and backup copies can be destroyed 

sooner

46-4-501. Creation and retention of electronic records…
(5) Each state governmental agency shall:

(a) Establish record retention schedules for any electronic 
records created or received in an electronic transaction according 
to the standards developed by the Division of Archives…and

(b) Obtain approval of those schedules from the State Records 
Committee as required by Subsection 63G-2-502(1)(b).



RETENTION SCHEDULES ARE 
SUGGESTIONS OF HOW LONG YOU 
HAVE TO KEEP SOMETHING, BUT 
THEY ARE MINIMUMS. YOU CAN 

KEEP RECORDS AS LONG AS YOU 
WANT; YOU DON’T HAVE TO 

DESTROY THEM.

• True or False?



Utah Code 63G- 2-604 – Retention and 
disposition of records.
(1) (a) . . . .each governmental entity shall file with the 
State Records Committee a proposed schedule for the 
retention and disposition of each type of material that is 
defined as a record under this chapter. 
(b) After a retention schedule is reviewed and approved 
by the State Records Committee under 40 Subsection 
63G-2-502(1)(b), the governmental entity shall 
maintain and destroy records in accordance with the 
retention schedule.
(c) If a governmental entity subject to the provisions of 
this section has not received an approved retention 
schedule for a specific type of material that is classified 
as a record under this chapter, the model retention 
schedule maintained by the state archivist shall govern 
the retention and destruction of that type of material.

MANDATED TO MAINTAIN AND TO 
DESTROY



• Disposition options:  Destroy or Never destroy

• Destroy = all copies must be destroyed

• Never destroy/Permanent = transfer record copy 

to the State Archives (usually)

• Disposition begins when the retention period has 

expired

• Disposition is delayed if records are:

• Involved in an ongoing investigation

• Reasonable expectation that they will be 

required for possible litigation

• Litigation hold issued

• Pending GRAMA request

• Being used in an audit 



‘INDEFINITELY’ IS A RETENTION 
PERIOD

• True or False?



“INDEFINITE” BY DEFINITION IS 
UNDEFINED

• We go to a lot of trouble to DEFINE retention periods

• Appraise records

• Determine administrative, fiscal, legal, and 

historical value

• Get them approved by the State Records 

Committee



“SCAN INTO THE DATABASE” IS 
NOT AN APPROPRIATE 

DISPOSITION

• True or False?



“SCAN INTO THE DATABASE” IS 
NOT AN APPROPRIATE 

DISPOSITION

• Destroy or Never Destroy (a.k.a. transfer to 

the State Archives)

• Records in a database must still be managed



CORE REQUIREMENTS FOR 
MANAGING ELECTRONIC RECORDS

The records must be:

1. Accessible—available for the duration of the retention

2. Authentic—be what they claim to be; nothing changed, 

deleted, or otherwise altered

3. Reliable—the data at all times retrievable and usable 

4. Secure—all of the people allowed to view records 

according to the classification of the records, and only 

those people, should have access



CORE REQUIREMENTS FOR 
MANAGING ELECTRONIC RECORDS 

(CONTINUED)

Systems must be:

Trustworthy

• hardware and software and processes to manage the 

electronic records must be reasonably secure from 

misuse and intrusion. 

These core requirements and other valuable guidance can be 

found in the State Archives’ Electronic Records Management 

Business Case, accessible on our website at archives@utah.gov.  



DTS / IT MANAGES OUR 
ELECTRONIC RECORDS

• True or False?

DTS / IT does not manage records, 

they manage systems



KNOW YOUR SYSTEM

How will records be maintained through the retention period?

• How to protect from unauthorized access and provide authorized 

access?

• How will records be deleted from the system when their retention 

period has ended?

• Must prevent deletion from impacting other records that should be 

retained. Are specific data fields utilized by more than one business 

process, therefore subject to more than one retention schedule?

• How will permanent records be transferred to the State Archives in 

a way that documents the data structure? 

• How to protect from unauthorized destruction or in cases of 

litigation hold?

• How are the recordkeeping processes documented?



ALL OF THE INFORMATION IN OUR 
DATABASE WILL BE KEPT 

PERMANENTLY, EVEN WHEN WE 
MIGRATE TO A NEW SYSTEM

• True or False?



SYSTEM DESIGN 
CONSIDERATIONS

• IT will migrate only what they know you need

• Coordinate with IT

• Electronic Records Management and Migration 

guideline, found at archives.utah.gov, provides a 

starting point for the conversation

Universal Automatic Computer 1, first delivered March 
31, 1951 to the US Census Bureau



PERMANENT MEANS ‘AS LONG 
AS I AM HERE’

• True or False?

'We've got to get our clients to think of 

long term investments. By long term, I 

mean until we retire.'



PERMANENT MEANS FOREVER

Permanent = forever. Never destroy, delete, lose.

Long-term retentions:

• 50 years after dissolution of the republic, then 

destroy

• 10,000 years, then destroy



I ONLY NEED TO KEEP WHAT I 
THINK IS IMPORTANT AND CAN 

DISCARD THE REST

• True or False?



STATE ARCHIVIST AND SRC
APPRAISE THE VALUE OF RECORDS

• HOWEVER…

• Assessing the importance of the records in question is a 

critical part of determining in what format to create, 

preserve, and provide access to them.

• Risk assessment needs to be done by your agency



FINDING A BALANCE
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CERTAIN TYPES OF RECORDS 
NEED TO BE PRINTED

• True or False?



ELECTRONIC RECORD 
SATISFIES THE LAW

• Uniform Electronic Transactions Act

46-4-301. Retention of electronic records --
Originals.
(1) If a law requires that a record be retained, the 
requirement is satisfied by retaining an electronic record 
of the information in the record that:
(a) accurately reflects the information set forth in the 
record after it was first generated in its final form as an 
electronic record or otherwise; and
(b) remains accessible for later reference.

* “…Unless a law enacted after May 1, 2000, specifically prohibits 

the use of an electronic record for the specified purpose.”



PRINTING AN EMAIL IS THE 
CORRECT WAY TO MAINTAIN THE 
OFFICIAL COPY OF THE RECORD

• True or False?



A PRINTED EMAIL IS MISSING 
ESSENTIAL METADATA

• Printed PDF of the email does not contain all of the associated 

metadata (i.e. IP addresses) 

• Not considered a legitimate version of the record

• This was established by case law in 1996 when the 

Supreme Court ruled on Armstrong vs. Executive Office of 

the President

• Export the emails into EML  file format and retain them 

according to retention

http://caselaw.lp.findlaw.com/scripts/getcase.pl?navby=search&case=/data2/circs/DC/955057a.html


SCANNING IS NOT THE FIRST 
STEP OF DIGITIZING

• True or False?

Planning, not scanning, is the first step of digitizing



PLANNING IS THE FIRST STEP
• Determine how long the images need to be kept (more or less than 10 years?) 

and how they will be used (record copy, access copy, backup copy, etc.)

• Resolution

• 300-400 dpi, 8-bit grayscale or 24-bit color

• File format

• Uncompressed master image file which can be used to produce access copies: TIFF 

(rather than  JPEG), PDFA, WAVE (rather than mp3), CSV or XML, etc.

• Metadata: choose schema and set a standard

• Quality control procedures: verify and validate 

• Online presentation

• Platform, software, etc. used to display the records

• Preserving the resulting files

• Use a reliable storage medium

• Migration Plan: To mitigate loss due to obsolescence in hardware, software, media,  

and file formats



• True or False?

CD’S AND DVD’S ARE RELIABLE 
STORAGE MEDIUMS

• They last 3-7 years, depending on how they are 

treated

• Can be used if:

• The records have a short retention  AND

• Loss of the records would pose a low risk for an 

agency OR

• It holds only an access or reference copy of the 

records



FLASH DRIVES (AKA USB OR 
THUMB DRIVES) ARE A RELIABLE 

STORAGE MEDIUM

• They last 5-8 years, depending on how they are treated

• Can be used if:

• The records have a short retention  AND

• Loss of the records would pose a low risk for an 

agency OR

• It holds only an access or reference copy of the 

records



HARD DRIVES ARE A RELIABLE 
STORAGE MEDIUM

• They last 1-8 years  (5% die by year 1, 20% die by 

year 4)

• Can be used for an access or reference copy of the 

records

• Convenient way to transfer records



• True or False?

M-DISCS ARE A RELIABLE 
STORAGE MEDIUM

• M-Discs last over 1,000 years (tested and certified)

• Ideal for preservation copy of permanent records (i.e. record 

copy), but convenient for all copies

• M-Disc follows ISO 10995 standards

• Must use an M-Disc drive to ‘burn’ or write files to the M-Disc

• Can use any disc drive to read files on an M-Disc

• 4.7 GB,  25 GB,  and 100 GB-capacity discs available



• Instead of burning data into an organic dye layer,  M-Disc 

drives etch data into a rock-like layer



MICROFILM IS A RELIABLE 
STORAGE MEDIUM

• Master microfilm lasts 500 years (diazo film does 

not)

• Ideal for preservation copy of permanent records 

(i.e. record copy)

• Inconvenient for access copies

• Digital files or paper can be converted to microfilm

• Microfilm can be converted to digital files

• True or False?



A NETWORK SERVER IS A 
RELIABLE STORAGE MEDIUM

• Depends on how it is configured and backed up

• Offline Archive Media Trade Study prepared for the U.S. 

Geological Survey: 

http://eros.usgs.gov/government/records/media/2014-Archive-

and-Media-Study.pdf

• Checksums used to verify the integrity (and recorded as 

metadata)

• Backup copies of essential and historical records: 3 distinct 

locations

• True or False?

http://eros.usgs.gov/government/records/media/2014-Archive-and-Media-Study.pdf


CLOUD STORAGE IS A RELIABLE 
STORAGE MEDIUM

• True or False?



CLOUD STORAGE CONTRACT
• Ensure contract language with the third-party vendors includes:

• Protection: Your data is kept separately and securely from others’

• Data security and auditing regarding backups, data loss, data 

migration, integration with existing databases, data corruption, and 

encryption

• Down time and service restoration (redundancy)

• Getting the data out if you need to change service providers 

(proprietary programming codes?)

• Compliance with GRAMA or e-discovery requests for the records

• Records management requirements for functionality, 

sustainability

• Integrity: Fees for running the checksums charged per item?



• Weigh the strengths and weaknesses of 

each media format and identify which would 

best suit the record copy and any additional 

copies of a record that you manage.



IT’S CHEAPER TO STORE RECORDS 
AS PAPER THAN IN MY DATABASE

• The State Archives has a Records Center where you can store your 

paper records at no charge

• Must account for database maintenance costs over entire retention 

period

• $64.31/GB each month

• Labor and technology costs of digitizing records: 1/3 for digitizing, 

1/3 for metadata creation (cataloging, indexing, etc.), 1/3 for 

system administration

• Ranges from $1.85 to $96.45 per image

• True or False?



GOING PAPERLESS WILL SAVE A 
LOT OF TIME

• Scanning in documents and putting them into folders will cost 

you more time than using a decent paper-based filing system.

• Digitizing the process can increase efficiency IF:

• You have a system of organization for the data (can find what you 

need)

• You can keyword search through documents

• Optical Character Recognition (OCR) used or text embedded

• You also digitize all of the handshakes (i.e. annotate, sign, email)

• You have convenient and reliable backup for when records 

inexplicably disappear from your database

• True or False?



GOING PAPERLESS IS “ALL OR 
NOTHING”

• True or False?



PICK LOW HANGING FRUIT

• Identify the places where you will get the best return on your 

investment and start there. 

• Examples:

• A maintenance department that handles written work order may get 

great return on their investment by moving the work order process 

from paper to a system that uses the web and email to assign and 

track work orders.

• If you need to frequently exchange signed documents with a small 

group of people, consider going to a digital signature solution.



HAVING A CHICKEN FARM SHRED 
SENSITIVE RECORDS IS AN 

APPROPRIATE DESTRUCTION PLAN

• True or False?





HAVING A CHICKEN FARM SHRED 
SENSITIVE RECORDS IS AN 

APPROPRIATE DESTRUCTION PLAN

http://www.arma.org/r1/news/newswire/2015/09/23/long-term-care-home-

hired-chicken-farm-to-shred-sensitive-records

http://www.arma.org/r1/news/newswire/2015/09/23/long-term-care-home-hired-chicken-farm-to-shred-sensitive-records


APPROPRIATE DESTRUCTION OF 
RECORDS

• Shredding or burning by a reputable company

• So information CANNOT be pieced back together or recovered

• If your records are stored at the State Records Center when 

their retention is met, the records will be destroyed at no cost 

to you

• After the owning agency has given permission by signing 

the destruction notice

• All copies of a record should be destroyed with the record 

copy

• Document the disposal of records in a destruction log



THE STATE ARCHIVES WANTS 
TO KNOW IF YOUR AGENCY 
DECIDES TO GO PAPERLESS

• True or False?



CONTACT YOUR RECORDS 
ANALYST WITH UPDATES

Rae Gifford – 801-531-3836, rgifford@utah.gov

• state agencies (with a few exceptions) and education

Lorianne Ouderkirk – 801-531-3860, louderkirk@utah.gov

• local agencies, law enforcement, Dept of Health

Kendra Yates – 801-531-3866, kendrayates@utah.gov

• elected state agencies, courts, legislature

Rebekkah Shaw – 801-531-3851, rshaw@utah.gov

• general retention schedules

mailto:rgifford@utah.gov
mailto:louderkirk@utah.gov
mailto:kendrayates@utah.gov
mailto:rshaw@utah.gov


IN CONCLUSION…

• ”Can we destroy the paper original of a record after 

scanning?”

• “Yes,but…..” And the longer the retention period of that 

record is, the louder that but gets

• It is perfectly acceptable to keep a scanned document in lieu 

of its original; the scanned document just needs to be 

designated the record copy and be retained and accessible 

for the full retention period

• Which is not as easy as it sounds.



QUESTIONS?
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Rae Gifford – 801-531-3836, rgifford@utah.gov

• state agencies (with a few exceptions) and education

Lorianne Ouderkirk – 801-531-3860, louderkirk@utah.gov

• local agencies, law enforcement, Dept of Health

Kendra Yates – 801-531-3866, kendrayates@utah.gov

• elected state agencies, courts, legislature

Rebekkah Shaw – 801-531-3851, rshaw@utah.gov

• general retention schedules

Rosemary Cundiff – 801-531-3858, rcundiff@utah.gov

• State Records Ombudsman

RECORDS ANALYSTS
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