THE OPEN RECORDS
PORTAL

Renée WiIson| Oien Records Portal Administrator



http://openrecords.utah.gov/
http://openrecords.utah.gov/

Where This All Came From: SB-70

= Modified Open Utah website to include
Online GRAMA requests
Links to online records
And more

= SB-70 became part of Utah Code 63A-3-403



http://le.utah.gov/xcode/Title63A/Chapter3/63A-3-S403.html

Utah Code 63A-3-403

(112) The department shall, in consultation with the board and as funding allows, modify the
information website described in Subsection (10) to:

(b) by January 1, 2016, serve as a point of access for Government Records Access and
Management requests for:

(i) school districts;
(ii) charter schools;

(iii) public transit districts created under Title 17B, Chapter 2a, Part 8, Public
Transit District Act;
(iv) counties; and

(v) municipalities;

(d) except as provided in Subsection (12)(a), provide link capabilities to other existing
repositories of public information, including maps, photograph collections, legislatively
required reports, election data, statute, rules, regulations, and local ordinances that exist
on other agency and political subdivision websites;
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Presenter
Presentation Notes
This is the URL for the Open Records Portal.

http://openrecords.utah.gov/

Records

Dashboard
Requests

Request Records

11l Browse All Agencies = State Agencies Counties
=== —
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ﬁﬁ Cities it Distri ﬁ School Districts/Schools

How It Works



Presenter
Presentation Notes
This is the Open Records Portal homepage.


A
% Cities Q Transit Districts n School Districts/Schools

= How It Works
* Find the governmental entity you want to contact and select the Request Records button for that agency
« If you do not already have an account with the State of Utah to connect to online services, you will create one here,
* Fill out the online form, including a detailed degcriptionﬂ of the records you want, then click Submit
* You will receive a response within the time limit allowed by law. @

* To review your submission and track the progress of your request, click on Records Requests

= Reports

Statistics for Entities

Statistics for Dates

Open.Utah.gov | Data.Utah.gov | Help Center | About | FAQ | Contact Us



Presenter
Presentation Notes
Scroll to bottom to find additional links.


A
% Cities Q Transit Districts n School Districts/Schools

= How It Works
* Find the governmental entity you want to contact and select the Request Records button for that agency
« If you do not already have an account with the State of Utah to connect to online services, you will create one here,
* Fill out the online form, including a detailed degcriptionﬂ of the records you want, then click Submit
* You will receive a response within the time limit allowed by law. @

* To review your submission and track the progress of your request, click on Records Requests

= Reports

Statistics for Entities

Statistics for Dates

Open.Utah.gov | Data.Utah.gi ¢ | Help Center | # Jout | FAQ | Contact Us



Presenter
Presentation Notes
The Help Center contains how-to articles.


= Help for Records Officers

IRIS|T|U|VIW[X]|Y]|Z

Not sure where to start? Take a look at the basics, or view the Open Records Portal reference sheet (PDF).

A

*coming soon!* Add a note

Appeals

*coming soon!* Apply extraordinary circumstances
Approvals

Approve a fee waiver request

Approve an expedited reguest

Approve a records request

*coming soon!* Assign tasks



Presenter
Presentation Notes
This is the Help Center.


A
% Cities Q Transit Districts n School Districts/Schools

= How It Works
* Find the governmental entity you want to contact and select the Request Records button for that agency
« If you do not already have an account with the State of Utah to connect to online services, you will create one here,
* Fill out the online form, including a detailed degcriptionﬂ of the records you want, then click Submit
* You will receive a response within the time limit allowed by law. @

* To review your submission and track the progress of your request, click on Records Requests

= Reports

Statistics for Entities

Statistics for Dates

Open.Utah.gov | Data.Utah.gov | Help Center | Al Ut | FAQ | O htact Us



Presenter
Presentation Notes
The FAQ contains frequently-asked questions for both records officers and the general public.


<~ Home
Topics Questions

Common Record Requests Can other people besides the records officer answer the request through the portal?
Criminal Records Do | have to use the Portal to answer requests?

o Do appointed records officers (ARO) require training?

How do | forward a request to someone else?
GRAMA Appeals Process

How do | know if someone submitted a request?
GRAMA Records Request
How do | register as a new records officer?
General
How do | turn email notifications off/on?

How to Use Portal : S :
! My agency/personal information is wrong! How do | change it?

) 1l F=Tal R :
Ombudsman What if the request is for someone else's records?

Records Officers When does the 10-day time limit start?

Time Limits

Open.Utah.gov | Data.Utah.gov | Help Center | About | FAQ | Contact Us



Presenter
Presentation Notes
These are the Frequently Asked Questions.


A
% Cities Q Transit Districts n School Districts/Schools

= How It Works
* Find the governmental entity you want to contact and select the Request Records button for that agency
« If you do not already have an account with the State of Utah to connect to online services, you will create one here,
* Fill out the online form, including a detailed degcriptionﬂ of the records you want, then click Submit
* You will receive a response within the time limit allowed by law. @

* To review your submission and track the progress of your request, click on Records Requests

= Reports

Statistics for Entities

Statistics for Dates

Open.Utah.gov | Data.Utah.gov | Help Center | About | FAQ §| Contact Us



Presenter
Presentation Notes
You can find our contact information on the Contact Us page.


= Contact Us

Please contact us with any questions:

Open Records Website Administrator: Renée Wilson

ministrator: Nova Dubovik
gov
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Presenter
Presentation Notes
This is the Contact Us page with our contact information.


GRAMA PORTAL FAQS



Frequently Asked Questions

* Dol have touseit?
Yes! But not entirely. (But we hope you will!)

If you receive a request via the portal, you must
access it from the portal.

You are not required to use the portal to respond.
You can respond outside the portal if you prefer.

16



To Respond Outside of Portal

fficer Dashboard

Request marked as received

Records

Requests Dashboard

< Records Officer Dashboard
Records Requested

Title: Test request to municipal test agency, level 1
Date Due: 01/14/2016
Total Fee for Request: To be determined
Request Status: In Progress
Description: Enter text here to describe the records you want to request, etc. etc.
Restrictions: Recor ontain no restricted information
Record Access: Receive a copy and request a fee waiver. Approve/Deny
Releasing the record primarliy benefits the public
se expedite this request becgusesh==="""""""""=mafit.the general public. Approve/Deny
Mare Detail
_Print Request ) Close Reql #st) Respond to Request Outside Portal )

Request Portions o
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Presenter
Presentation Notes
You can respond to the request offline by clicking the button that says “Respond to Request Outside Portal”. Once you have clicked this button, the request closes. You may still print the request after clicking this button.


Frequently Asked Questions

» When does the time limit start for answering
the request?

When the request is opened, the clock starts
OR

If the request is unopened for 10 business days, it
is considered a denial

Hopefully I'll hunt you down before then

18



Frequently Asked Questions

= How do | know if | have a request?
You'll receive an email notification

Contact your analyst if you would like the
notifications to go to a specific email

19



Frequently Asked Questions

» Are the requests public?

No

GRAMA requests have a suggested designation of
public, BUT

Each agency classifies their own records, including
GRAMA requests

Only the requester, records officer, and web admin
can see the requests

We discourage requesters from including sensitive
information

20



Frequently Asked Questions

» Are the requests kept forever?
= No

= Requests will be deleted after 2 years, according
to state schedule 1-64



Frequently Asked Questions

» Can people abuse the system?
Not easily
Requests can only be sent to one agency at a time

If you believe someone is spamming agencies,
please contact Renée Wilson at
openrecordsadmin@utah.gov
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Frequently Asked Questions

= Dol needto create an account?
Yes

You'll create a Utah Master Directory (UMD)
account (if you don't already have one)

The portal will guide you through the process step
by step

23



UMD Registration Tips

= Use the same email that the Archives has on
file (the one that we send emails to)
Not sure what it is? Email your analyst

= Use an individual work email address, not a
generic work email

We can update your email in our system; email your
analyst

= Make sure your email is not already
associated with a UMD account

Go to login.utah.gov to verify account details

24



GRAMA PORTAL:HOW IT
WORKS



How it VWorks

Requester finds agency

Requester submits request

Agency is notified they have a request
Agency responds to request

26
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Presenter
Presentation Notes
From the main page, the requester selects any of the agency types to browse/search.

http://openrecords.utah.gov/

My

i About Login

vernment

Search

Clear
Location (County)

Results Per Page: Prev 7 G e G0N S da - 22 Go To Page
% v Next L

535 results Sort: by Relevance ¥
[*] Alcoholic Beverage Control Commission | Request Records
[*] Board of Education | Request Records
Board of Pardons and Parole | Request Recards
Capitol Preservation Board | Request Records
[-] Department of Administrative Services | Request Records
Division of Administrative Rules | Request Records

[-] Division of Archives and Records Service | Request Records )

State Records Committee | Request Recards
Test Agency 1 Request Recards

Test Agency

grama.utah. go
ords Officer:Kend

@
& Shlt Lake City

Utah State Historical Records Advisory Board | Request Records

[+] Division of Facilities Construction and Management | Request Recards )
[+] Division of Finance | Request Records
[+] Division of Fleet Operations | Request Records
[+] Division of Purchasing and General Services | Request Recards
Rate Committee | Request Recards
Division of Risk Management | Request Records
Board of Trustees of the Utah Navajo Trust Fund | Request Records

[+] Department of Agriculture and Food | Request Records
[+] Department of Corrections | Request Records

[+] Department of Financial Institutions | Request Records )
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Presenter
Presentation Notes
Once a requester finds the right agency, they may submit a request by clicking the “Request Records” button.
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Presenter
Presentation Notes
Once a requester finds the right agency, they may submit a request by clicking the “Request Records” button.


Request Made To

ernment A y or Office:

State:

Country.

Phone:
Use efaults?

Restricted Records:

Considerations about the desired response*

would like to:

Submit Requ

Submit and Upload Documents

ding to Utah Cod
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Presenter
Presentation Notes
This is the records request form, which is modeled after the GRAMA form we have posted on our website.


< Home

Request Made To

Government Agency or Office:

Address:

City: Salt Lake City
State:

Zip Code: 8410

Records Requested

Request Made To

Government Agency or Office: est Agency

Address: ) 5

City salt Lake City

State:

Considerations about the desired response*

would like to

Receive a copy of the records and request a fee waiver. According to Utah Code §

Submit Request) _Submit and Upload Documents




Search Agencies

Request Made To

Government Agency or Office

Records Requested
Title of Request:

Description of records being
requested:

Date Range of records being Year +|[Month +||Day v|™ To [Year +|[Month |[Day v |
requested:

Requester's Information

Records Requested
Title of Request:

Description of records being
requested:

Date Range of records being Year v||Month +| Day * == To |Year | Month +
requested:

Submit Request) _Submit and Upload Documents




Request Made To
Government Agency or Office: Test Agel

Address ith Rio Grande Street

Records Requested

Requester's Information
Name: Renee Wilson

Address: *PO Box 3362

City: *Salt Lake City

State: *ILitah
Country:
Zip Code: *54110

Phone: *801-531-3842 Mot Applica

Use as defaults?

Considerations about the desired response*

would like to:

* Rece

of the records and reque: ccording to Utah Code §

Submit Request ) _Submitand Upload Documents



< Home

able
Request Made To

Government Agency or Office

irovides that tain ividuals may st
Count
Phone A
Use as defaults?
Restricted Records:
GRAMA [ vindividuals may still r ac

Note: If t

Considerations about the desired response*

ould like to:

ording to Utah C.

Submit and Upload Documents

Submit Request




Request Made To
Government Agency or Office:

Address

Considerations about the desired response*

| would like to:

B53G-2-203
= LEEFLFALL

Receive a copy of the records and request a fee waiver. According to Utah Code

Considerations about the desired response*

would like to:

Receive a copy of the records and request a fee waiver. According to Utah Code §63G-2-20

Submit Request ) _Submitand Upload Documents



s Information

Submit Hequest | Submit and Upload Documents

e e 4l Sched =1

Consideration

i like t

Submit Request ) Submit and Upload Documents




RECORDS OFFICER INTERFACE
FOR GRAMA PORTAL


Presenter
Presentation Notes
Now, let’s take a look at what you will see when you log in.


)al BecoIes Dashboard
| \ Requests
GRAMA

Requests gl My Account

< Home

Records Requests

Show| 10 [ entries Search:
Advanced Search

" Records Date
Requester ¥ Officer Submitted

o Test request to municipal test agency, Renee Wilson Municipal Test Agency Amy Hamilton 01/07/2016 In 01/14/2016
level 1 Progress

° This is a test request to a county agency Renee Wilson County Test Agency Hephaestus 01/07/2016 Requested Not Yet
Minton Received

o This is a test request for Mountain Renee Wilson Mountain Heights DelLaina Tonks 01/07/2016 Requested Not Yet
Heights Academy Academy Received

° This is a test request Renee Wilson Cache Valley Transit Ivy Thomson 01/07/2016 In 01/14/2016
District Progress

° Commissioner Kelly Ercanbrack Karen McCoy Utah Co. Aileen Conder 01/05/2016 In 01/13/2016
Progress

o Commissioner Samuel Otterstrom Karen McCoy Utah Co. Aileen Conder 01/05/2016 In 01/13/2016
Progress

©) Commissioner Glen Roberts Karen McCoy Utah Co. Aileen Conder 01/05/2016 In 01/13/2016
Progress

o Commissioner James Dain Karen McCoy . Aileen Conder 01/05/2016 In 01/13/2016
Progress

Previous

Open.Utah.gov | Data.Utah.gov | Help Center | About | FAQ | Contact Us



Presenter
Presentation Notes
This is where you view your records requests. You can get here by clicking on the Records Requests button, or by clicking Dashboard and then GRAMA Requests.

When you click on an individual request, that is when the time starts.


< Records Officer Dashboard
Records Requested

Title:

Date Due:

Total Fee for Request:
Request Status:
Description:

Restrictions:
Record Access:

Request Portions o

Main Request

Request Expedited

Darmiinct Con WA ivar

Request marked as received

Reports My Profile Dashboard FAQ

Open Records Portal Administrator's emails
09/21/2015

To be determined

In Progress

| want to see all of the open records portal's administrator's emails about user testing and how and when it

was done and with whom.

Records contain no restricted information

Receive a copy and request a fee waiver. Approve/Deny
Releasing the record primarliy benefits the public

Please expedite this request because these records will benefit the general public. Ap
More Detail

Print Request ) Close Request ) Respond to Request Outside Portal

09/21/2015

09/21/2015

NQ/I1/01C

Title:

Status:

Total Fee Quoted:

Date Due:

Assigned Records Officer:

Description:

*Main Request
Open
To be determined
09/21/2015
*|Kendra Yates

More Detail

Change Records Officer

*| want to see all of the open records portal's administrator's emails about user testing and how and when it

was done and with whom.

Divide Request into Parts | Save |

Extraordinary

Circumstances Contact Requester



Presenter
Presentation Notes
This is what you see when you open a request. You will spend most of your time on this screen, so let’s look at each section.


< Records Officer Dashboard
Records Requested

Description:

Restrictions:
Record Access:

Title:

Date Due:

Total Fee for Request:
Request Status:

Main Reguest

'Request marked as received
Reports My Profile Dashboard FAQ About Logout
e all of the open records portal's administrator's emails about user te nd how and when it

was done and with whom,
Records contain no restricted information
Receive a copy and request a fee waiver. Appre

Relea

sing the record primarliy

benefits the public

Test request to municipal test agency, level 1

01/14/2016
To be determined
In Progress

Open

09/21/2015

Description:

Approve Deny

More Detail

Request Expedited Open 09/21/2015
Darmiinct Can \MAaivnr Nnnn NQI1iINI1E =
13
Title: *Main Request
Status: Open
Total Fee Quoted: To be determined
Date Due: 09/21/2015
Assigned Records Officer: *Kendra Yates _Change Records Officer )

*| want to see all of the open records portal's administrator's emails about user testing and how and when it

was done and with whom

Divide Request into Parts | Save )

Extraordinary
Circumstances

Refer Fees

Contact Requester Other



Presenter
Presentation Notes
The top section contains information about the request, including the due date and the status. 


Reports My Profile Dashboard FAQ About Logout

< Records Officer Dashboard
Records Requested

Title: Open Records Partal Administrator's emails
Date Due: 09/21/2015
Total Fee for Request: To be determined

Request Status: In

Restrictions: Records contain no rest
Record Access: Receive a copy and re
Releasing the record primarl

yut user testing and how and when it

o

Description:

Request Portions ¥

Main Reguest Open 09/21/2015
Request Expedited Open 08/21/2015
Darinct Can \Maivnr Nnnn NQI1iINI1E =
13
Title: *Main Request
Status: Open
Total Fee Quoted: To be determined

Date Due: 09/21/2015
Assigned Records Officer: *Kendra Yates Change Records Officer

Description: *| want to see all of the open records portal's administrator's emails about user testing and how and when it
was done and with whom

Divide Request into Parls | Save

Extraordinary

Approve Deny Circumstances

Refer Fees Contact Requester Other



Presenter
Presentation Notes
Going back to the request details, the description can be found here. It’s usually much longer than this example one.


Request marked as received

Reports My Profile Dashboard About Logout

< Records Officer Dashboard
Records Requested

Title: Open Records Partal Administrator's emails
Date Due: 09/21/2015

Total Fee for Request: To be determined

Request Status: In Progress

Description: | want to see all of the open records portal's administrator's emails about user testing and how and when it
was done and with whom

Request Portions o

Restrictions:

a
Records contain no restricted informaticn
Record Access: Receive a copy and request a fee waiver. Approy ]
Releasing the record primarliy be "|E'flt5 rhe pubhc
le:ase expedite this request because these records will benefit the general public. A
Vicre D |
Print Request ) Close Request)

Status:
Total Fee Quoted: To be determined
Date Due: 09/21/2015
Assigned Records Officer: *Kendra Yates _Change Records Officer )
More Detail

Description: *| want to see all of the open records portal's administrator's emails about user testing and how and when it

was done and with whom

Divide Request info Paris | Save

Extraordinary
Circumstances Caontact Requester



Presenter
Presentation Notes
This section shows what options the requester checked at the bottom of the form.


Request marked as received

Reports My Profile Dashboard About Logout

< Records Officer Dashboard
Records Requested

Title: Open Records Partal Administrator's emails
Date Due: 09/21/2015

Total Fee for Request: To be determined

Request Status: In Progress

Description: | want to see all of the open records portal's administrator's emails about user testing and how and when it
was done and with whom

Request Portions o

s =L

B amcontd MO TESTTICTeT IMTarmanon
Record Access: Receive a copy and reguest a fee waiver. /

Releasing the record pr imarliy bet "|E'flt5 rhe pubhc

Dlﬂase P P e m——— e S W Denefit the general public. A
Vicre D |

Print Request ) Close Request)

Restrictions:

Status:
Total Fee Quoted: To be determined
Date Due: 09/21/2015
Assigned Records Officer: *Kendra Yates _Change Records Officer )
More Detail

Description: *| want to see all of the open records portal's administrator's emails about user testing and how and when it

was done and with whom

Divide Request info Paris | Save

Extraordinary
Circumstances Caontact Requester



Presenter
Presentation Notes
If they requested a fee waiver, that shows up here, as well as the reason why.


Request marked as received

Reports My Profile Dashboard About Logout

< Records Officer Dashboard
Records Requested

Title: Open Records Partal Administrator's emails
Date Due: 09/21/2015

Total Fee for Request: To be determined

Request Status: In Progress

Description: | want to see all of the open records portal's administrator's emails about user testing and how and when it

one and with whom

Request Portions o

Restrictions:
Record Access:

a
Records contain no restricted informaticon
Receive a copy and reguest a.feewaiver.Annrave/Deny
eveasITE TR TECOTd primarliy benefits the public
Please expedite this request because these records will benefit the general public. A

s
i (5] =T —

Status: Open
Total Fee Quoted: To be determined
Date Due: 09/21/2015
Assigned Records Officer: *Kendra Yates _Change Records Officer )
More Detail

Description: *| want to see all of the open records portal's administrator's emails about user testing and how and when it

was done and with whom

Divide Request into Paris | Save )

Extraordinary
Circumstances Caontact Requester



Presenter
Presentation Notes
If they requested the response be expedited, that shows up here too.


Request marked as received

Reports My Profile Dashboard About Logout

< Records Officer Dashboard
Records Requested

Title: Open Records Partal Administrator's emails
Date Due: 09/21/2015

Total Fee for Request: To be determined

Request Status: In Progress

Description: | want to see all of the open records portal's administrator's emails about user testing and how and when it
was done and with whom

Request Portions o

Restrictions:

a
Records contain no restricted informaticn
Record Access: Receive a copy and request a fee waiver. Approy ]
Releasing the record primarliy be "|E'flt5 rhe pubhc
——~-ite this request because these records will benefit the general public. A

Status:

Total Fee Quoted: To be determined
Date Due: 09/21/2015
Assigned Records Officer: *Kendra Yates _Change Records Officer )
More Detail

Description: *| want to see all of the open records portal's administrator's emails about user testing and how and when it

was done and with whom

Divide Request info Paris | Save

Extraordinary
Circumstances Caontact Requester



Presenter
Presentation Notes
The “More Detail” shows the requester’s name, email, phone number, the date the request was submitted, and the date the request was received.


Request marked as received

Reports My Profile Dashboard About Logout

< Records Officer Dashboard
Records Requested

Title: Open Records Partal Administrator's emails
Date Due: 09/21/2015

Total Fee for Request: To be determined

Request Status: In Progress

Description: | want to see all of the open records portal's administrator's emails about user testing and how and when it
was done and with whom

Request Portions o

Restrictions:
Record Access:

s
Records contain no restricted informaticn
Receive a copy and reguest a fee waiver. Approy ]
Releasing the record primarliy be "|E'flt5 rhe pubhc
Please expedite this request because these records will benefit the general public. A
e ETan

Print Request ) C Jse Request)

Status: -
Total Fee Quoted: To be determined
Date Due: 09/21/2015

Assigned Records Officer: *Kendra Yates

_Change Records Officer )
More Detail

Description: *| want to see all of the open records portal's administrator's emails about user testing and how and when it
was done and with whom

Divide Request info Paris | Save

Extraordinary
Circumstances Caontact Requester



Presenter
Presentation Notes
There are also some buttons here. This first one will print the request, and you can do that at any time, whether the request is open or closed.


Request marked as received

Reports My Profile Dashboard About Logout

< Records Officer Dashboard
Records Requested

Title: Open Records Partal Administrator's emails
Date Due: 09/21/2015

Total Fee for Request: To be determined

Request Status: In Progress

Description: | want to see all of the open records portal's administrator's emails about user testing and how and when it
was done and with whom

Request Portions o

Restrictions:

rs
Records contain no restricted informaticn
Record Access: Receive a copy and request a fee waiver. Approy ]
Releasing the record primarliy be "|E'flt5 rhe pubhc

le:ase expedite this request because these recards.will benefit the general public. A
Vicre D |
Print Request

Status:
Total Fee Quoted: To be determined
Date Due: 09/21/2015
Assigned Records Officer: *Kendra Yates _Change Records Officer )
More Detail

Description: *| want to see all of the open records portal's administrator's emails about user testing and how and when it

was done and with whom

Divide Request info Paris | Save

Extraordinary
Circumstances Caontact Requester



Presenter
Presentation Notes
Also, like I mentioned earlier, you can choose respond to the request outside of the Portal, in which case you can select this button: Respond to Request Outside Portal.

So that’s all the information about the request.


Home Chief Administrative Officer Dashboard Manage Request

Request marked as received

e raral ) i ~ —+ -
10 £ B arss Reports My Profile Dashboard FAQ About Logout
lagc RE ]| uest

< Records Officer Dashboard
Records Requested

Title: Open Records Partal Administrator's emails

Date Due: 09/21/2015

Total Fee for Request: To be determined

Request Status: In Progress

Description: | want to see all of the open records portal's administrator's emails about user testing and how and when it
was done and with whom.

Restrictions: Records contain no restricted information

Record Access: Receive a copy and request a fee waiver. Approve/Deny

Releasing the record primarliy benefits the public
Please expedite this request because these records will benefit the general public. Approve/Deny
More Detail
Print Request ) Close Request ] Respond to Request Outside Portal )

Title: *Main Request
Status: Open

Total Fee Quoted: To be determined
Date Due: 09/21/2015

Request Portions o

Title Status s
Main Request Open 01/14/2016
Reguest Expedited Open 01/14/2016
Request Fee Waiver Open 01/14/2016

L ITCUTESL GRS

en.Utah.gov | Data.Uta



Presenter
Presentation Notes
This section shows all the different parts of the request that you can respond to. You will need to approve or deny the fee waiver and expedited response separately from the actual request, and here you can select which portion you want to respond to. The default is the actual request.


Chief Administrative Officer Dashboard

< Rarcords Officer Nashhnard
Title:

Status:

Total Fee Quoted:

Date Due:

Assigned Records Officer:

Description:

Request Portions o

Manage Request

Manage Request

Request marked as received

Reports My Profile Dashboard FAQ About

* Main Request
Open
To be determined
01/14/2016

* Amy Hamilton
More Detail

_Change Records Officer )

Logout

* Enter text here to describe the records you want to request, etc. etc.

_Divide Request into Parts ) Save )

Open.Utah.gov | Data.Utah.gov | Help Center | ContactUs

Title Status ¥ Date Due
Main Request Open 09/21/2015
Request Expedited Open 09/21/2015
Dariine + Crnn WM aivnr Nnnn NaM1 N1 =
13



Presenter
Presentation Notes
Below that is a section with all the details of the specific portion of the request that is selected. 


Chief Administrative Officer Dashboard

< Rarcords Officer Nashhnard
Title:

Status:

Total Fee Quoted:

Date Due:

Assigned Records Officer:

Description:

Request Portions o

Manage Request

Manage Request

Request marked as received

Reports My Profile Dashboard FAQ About

* Main Request
Open
To be determined
01/14/2016

* Amy Hamilton
More Detail

_Change Records Officer )

Logout

* Enter text here to describe the records you want to request, etc. etc.

_Divide Request into Parts | §_a B )

Open.Utah.gov | Data.Utah.gov | Help Center | ContactUs

Title Status ¥ Date Due
Main Request Open 09/21/2015
Request Expedited Open 09/21/2015
Dariine + Crnn WM aivnr Nnnn NaM1 N1 =
13
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Presentation Notes
One of the coolest things about the whole portal is this little button right here. If you need to approve part of a request and deny another part, you can split the request into two parts.


Request marked as received

Reports My Profile Dashboard FAQ About Logout

< Records Officer Dashboard
Records Requested

Title: Open Records Partal Administrator's emails

Date Due: 09/21/2015

Total Fee for Request: To be determined

Request Status: In Progress

Description: | want to see all of the open records portal's administrator's emails about user testing and how and when it
was done and with whom.

Restrictions: Records contain no restricted information

Record Access: Receive a copy and request a fee waiver. Approve/Deny

Releasing the record primarliy benefits the public
Please expedite this request because these records will benefit the general public. Approve/Deny
More Detail

e ) (e e e e

Request Portions o

Extraordinary

Approve Deny i et Refer Fees Contact Requester
Total Fee Quoted: To be rmined
Date Due: 09/21/2015
Assigned Records Officer: *Kendra Yates _Change Records Officer )
More Detail
Description: * | want to see all of the open records portal's administrator's emails about user testing and how and when it

was done and with whom

Divide Request into Parts | Save )



Presenter
Presentation Notes
Finally, these buttons are how you actually respond to the request. Let’s go through them one at a time.


Approve

Extraordinary

Circumstances Contact Requester

Result:

Delivery Method of Records:*
Email

Mail

View in Office/Pickup

URL

3 Upload

Upload File: | Browse... | No file selected.
Or choose a file uploaded previously:

Approve | Approve and Close



Presenter
Presentation Notes
The first option is to approve the request. You have multiple ways to respond, including uploading the records. You can also choose to email the records, mail them, have the requester come in to the office to view them, or if they’re online you can just paste a link in.

Once you approve a request, an email is sent to the requester to let them know.


Extraordinary

Circumstances Contact Requester

Deny Request Reason

An e-mail, with this denial reason included, is sent to the requester.
*

If you would like to add a person not listed above then you may include their email here: (emails must be seperated by commas)

The requester has the right to appeal this decision. Appeal must be made within the next 30 days to:

Full Name:
Business Address:

City:

Zip Code:
Email:

f Den\yﬁt This Fleq_t_Jest_



Presenter
Presentation Notes
Another option is to deny the request. Again, once you deny a request, an email is sent to the requester letting them know. The email automatically includes the legally-required text about how to appeal the denial. All you have to do is…


Extraordinary

Circumstances Contact Requester

Deny Request Reason

An e-mail, with this denial reason included, is sent to the requester.
*

If you would like to add a person not listed above then you may include their email here: (emails must be seperated by commas)

The requester has the right to appeal this decision. Ar=~"__ustDe FAdE Wt e —~+30 days to:
Full Name:

Business Address:

City:
Zip Code:
Email:

f Den_y__f This Fleq_pest
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Presentation Notes
…verify whether the information is correct for the Chief Administrative Officer. This particular agency didn’t have a CAO—it’s a test agency, and we forgot to put that—but if there were a CAO, he or she would appear here automatically.


Extraordinary

Circumstances Contact Requester

Deny Request Reason

An e-mail, with this denial reason included, is sent to the requester.
*

¥ reuaWould like to add a person not listed above then you may include their email here: (emails must be seperated by commas)

The requester has tmewy,... —~ ~~maalthis decision. Appeal must be made within the next 30 days to:
Full Name:

Business Address:

City:
Zip Code:
Email:

f Den_y__f This Fleq_pest



Presenter
Presentation Notes
You can also choose to have the denial sent to someone else as well, such as if your CAO wants to be copied on all denials.


Contact Requester

461} UTRF e f‘s | & ﬁ rte e Bt ‘ should notify the requester if extraordinary circumstances exist when it
nnoi 5 . e fa Prove < Pyt e th st ir e a description of the extraordinary circumstances and the date when the

records will be available.

Requester's Informa::ion

CLINMS Cafleas
ddre: - - 62

CT‘E? - - Salt Lake ; —

State: Utah

Zip Code: 84110
Phone: 801-531-3842

Record Access Considerations*
The agency determines that due to extraordinary circumstances stated in Utah Code § 63G-2-204(5), it cannot respond within specifed time limits.
Anacther governmental entity is using the record (five extra days or as soon as reasonably possible)

Another governmental entity is using the record as part of an audit, and returning the record before the completion of the audit would impair the
conduct of the audit (as soon as reasonably possible)

The request, or substantial series of requests filed within five working days of each other, is for a voluminous quantity of records or a record
series containing a substantial number of records (as soon as reasonably possible)

The governmental entity is currently processing a large number of record requests (as soon as reasonably possible)

The reguest requires the governmental entity to review a large number of records to locate the records requested (as soon as reasonably
possible)

The decision to release a record invelves legal issues that require legal counsel analysis (five extra days)

Segregating information that the requester is entitled to inspect from information that the requester is not entitled to inspect requires extensive
editing (fifteen extra days)

Segregating information that the requester is entitled to inspect from information that the requester is not entitled to inspect requires computer
programming (as soon as reasonably possible)

Description of Extraordinary Circumstances

Date when records will be approved, denied, or made available: *

Complete



Presenter
Presentation Notes
The next option is if you need to apply Extraordinary Circumstances. The law allows for some special circumstances which may occur and which may hinder your ability to respond to the request in a timely manner.


Contact Requester

e a description of the extraordinary circumstances and the date when the

461} UTRF e f‘s | & ﬁ rte he Bt ‘ should notify the requester if extraordinary circumstances exist when it
nnot & Bc \te' Ja Prove X yﬂ st ir ipti i i

records will be available.

Requester's Information

LS Telfle25

Salt Lake
State. Utah
Zip Code: et TV
Phone: 801-531-3842

Record Ac~_.sConsiderations*
The age” _y'determines that due to extraordinary circumstances stated in Utah Code § 63G-2-204(5), it cannot respond within specifed, “alimits.
Anaother governmental entity is using the record (five extra days or as soon as reasonably possible)

Another governmental entity is using the record as part of an audit, and returning the record before the completion of the audit would impair the
conduct of the audit (as soon as reasonably possible)

The request, or substantial series of requests filed within five working days of each other, is for a voluminous quantity of records or a record
series containing a substantial number of records (as soon as reasonably possible)

The governmental entity is currently processing a large number of record requests (as soon as reasonably possible)

The reguest requires the governmental entity to review a large number of records to locate the records requested (as soon as reasonably
possible)

The decision to release a record invelves legal issues that require legal counsel analysis (five extra days)

Segregating information that the requester is entitled to inspect from information that the requester is not entitled to inspect requires extensive
editing (fifteen extra days)

“~gregating information that the requester is entitled to inspect from information that the requester is not entitled to inspect requires.e” _«puter
progre, aing (as soon as reasonably possible)

Description of ka.ardinary Circumstances

Date when records will be approved, deme.., . —-=<aavailable; *

Complete
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Presentation Notes
Each of these reasons is listed here, along with the amount of additional time the law allows. After you select a reason,…


Deny Contact Requester

e a description of the extraordinary circumstances and the date when the

461} UTRF e f‘s | & ﬁ rte he Bt ‘ should notify the requester if extraordinary circumstances exist when it
nnot & Bc \te' Ja Prove X yﬂ st ir ipti i i

Fecords Will be available.
Requester's Information

CLUMS Telfle25

Salt Lake
State. Utah
Zip Code: 84110
Phone: 801-531-3842

Record Access Considerations*
The agency determines that due to extraordinary circumstances stated in Utah Code § 63G-2-204(5), it cannot respond within specifed time limits.
Anacther governmental entity is using the record (five extra days or as soon as reasonably possible)

Another governmental entity is using the record as part of an audit, and returning the record before the completion of the audit would impair the
conduct of the audit (as soon as reasonably possible)

The request, or substantial series of requests filed within five working days of each other, is for a voluminous quantity of records or a record
series containing a substantial number of records (as soon as reasonably possible)

The governmental entity is currently processing a large number of record requests (as soon as reasonably possible)

The reguest requires the governmental entity to review a large number of records to locate the records requested (as soon as reasonably
possible)

The decision to release a record invelves legal issues that require legal counsel analysis (five extra days)

Segregating information that the requester is entitled to inspect from information that the requester is not entitled to inspect requires extensive
editing (fifteen extra days)

Segregating information that the requester is entitled to inspect from information that the requester is not entitled to inspect requires computer
programming (as soon as reasonably possible)

—escription of Extraordinary Circumstances

‘ Date when records will be approved, denied, or made available: *

Complete



Presenter
Presentation Notes
…you go down here to select the new deadline when the request will be responded to. 


Extraordinary

Circumstances Contact Requester

Please choose how to refer this subrequest*
Refer Records Officer (if known)

5 Refer Government Agency or Office (if known)

Search:

Academy for Math Engineering and Science (Utah)
Agricultural Advisory Board

Alcoholic Beverage Control Commission

Alpine (Utah)

Alpine Conservation District (Utah)

Selected: *|

Does Not Exist Referral

Free Form Referral



Presenter
Presentation Notes
Next is a referral, if you need to tell the requester to send the request to a different agency. This feature does NOT actually send the request to that other agency, it just tells the requester that they need to put in a new request somewhere else.

You can refer the requester to a different records officer, if you know the person they should be talking to, or you can select the agency from a list. You can also enter a referral manually, just free-form, if you prefer.


Extraordinary

Circumstances Contact Requester

Please choose how to refer this subrequest*
Refer Records Officer (if known)

5 Refer Government Agency or Office (if known)

Search:

Academy for Math Engineering and Science (Utah)
Agricultural Advisory Board

Alcoholic Beverage Control Commission

Alpine (Utah)

Alpine Conservation District (Utah)

Calast Amanny 5e|ected: *I

Does Not Exist Referral

- FCeern Dafareal
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Presentation Notes
Also in this area is a place to state if the records simply don’t exist.


Fees

Date Created
01/07/2016 19:59 34
01/07/2016 19:58 44
01/07/2016 19:57 29

~Add Fee |

Extracrdinary
Circumstances

Quantity

Contact Requester

Search:

s Description

1 Postage
3 DVDs for digital files

58 Copies of Records Something

Total: $15.44

62


Presenter
Presentation Notes
The next tab deals with Fees. We don’t actually have a way to collect fees, so far, but you can list fees and keep track of them. This is what the tab looks like with a few fees already added.


Date Created
01/07/2016 19:59 34
01/07/2016 19:58 44

01/07/2016 19:57 29

Extracrdinary
Circumstances

Quantity

s Description

1 Postage
3 DVDs for digital files

58 Copies of Records Something

Contact Requester

Search:

4 Price ($)

9.00

2.90

Add Fee

Description:
Quantity:
Cost Per Each:
Fee Waived:
Paid:

Add Fee )

Total: $15.44



Presenter
Presentation Notes
This is what it looks like when you click to add a fee. 


Home Records Officer Dashboard Manage Request

< Records Officer Dashboard
Records Requested

Title:

Date Due:

Total Fee for Request:
Request Status:
Description:

Restrictions:
Record Access:

Records
Requests

This is a test request to a county agency
UT/Tara6

$55.44
‘aBrea- oSS
Testing to see how this works and what will be seen on the general records request main
blah blah blah.
Records contain no restricted information
Receive a copy and request a fee waiver. Approve/Deny
Releasing the record primarliy benefits the public

Please expedite this request because these records will benefit the general public. Appro
More Detail

~ Print Request | Close Request | Respond to Request Outside Portal )



Presenter
Presentation Notes
As you add fees, the total at the top of the page goes up to reflect the changes. When you click on the total fee displayed here…


ashboard Manage Request log out

Records Dashboard
Requests

+~— Manage Request

Fees

Date Created Description %  Quantity 4 CostPerEach &  Price($) 4 Paid ¢
01/07/2016 19:57 29 Copies of Records Something 58 $.05 2.90 No
01/07/2016 19:58 44 DVDs for digital files 3 9.00 No

01/07/2016 19:59 34 Postage 1 3.54 No
Tasks

Title Billable Time # Billable Rate % Price($) ¥ Paid % Waived #%
Contact requester for clarification .00 20.00 { No No

Research classification of records requested 2.00 Hours 20.00 No



Presenter
Presentation Notes
…you will be brought to this page. Here you can see all the fees applied to the request.


Contact Requester

Extraordinary
Circumstances

Contact Information

Full Name: Renee Wilson
Address: PO Box 3362
City: Salt Lake City
State: Utah

Zip Code: 84110
Daytime Phone Number:  801-531-3842

Send Message

From: Renee Wilson
To: Renee Wilson
Subject: &

Message: *



Presenter
Presentation Notes
The next tab is for if you need to contact the requester. You can also do this by just copying their email and emailing them from your own email, but this is here in case you want to use it. The message goes directly to the requester’s email; they do not need to log in to get it.


Other

Extraordinary
Circumstances

Approve

Contact Requester

Tasks
References

Notes

' Logs

67


Presenter
Presentation Notes
Finally, this last tab, “Other”, has a couple different options under it.


Other: Tasks

Extracrdinary

Approve Deny Circumstances

~Show Only Active Tasks )

Contact requester for clarification

Research classification of records requested

Add Task )

Contact Requester

Search:
Assigned To ¥ Status
Renee Wilson In Progress

Renee Wilson In Progress

68


Presenter
Presentation Notes
The first is Tasks. If you want to add a task you can do so.


" Other: Tasks

Extraordinary

i o Circumstances

Show Only Active Tasks |

Contact requester for clarification

Research classification of records requested

Contact Requester

Search:
Assigned To v Status
Renee Wilson In Progress

Renee Wilson In Progress

Duplicate Previous Task:
Title:

Assign Person:*
©Assign a Records Officer

*|Renee Wilson

Assign Agency Staff

Billable Rate: $0 : Per Hour
Price Waived: Yes |

Paid: No g

Date Due:

Select Records Officer )

Description:

Add Task )



Presenter
Presentation Notes
This is what it looks like as you add a task.


" Other: Tasks

Extraordinary

i o Circumstances

Show Only Active Tasks |

Contact requester for clarification

Research classification of records requested

Contact Requester

Search:
Assigned To v Status
Renee Wilson In Progress

Renee Wilson In Progress

Duplicate Previous Task:
Title:

Assign Person:*
©Assign a Records Officer

*|Renee Wilson

Assign Agency Staff

Billable Rate: : Per Hour
Price Waived:

Paid:

Date Due:

Select Records Officer )

Description:

Add Task )
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Presentation Notes
The cool thing about this is that you can track how long it took to accomplish the task, and apply it as a fee. So, this is where you’d enter in the hourly rate.


Extraordinary

iy Doy Circumstances

Contact Requester

Show Only Active Tasks )

Search:
Assigned To + Status
Contact requester for clarification Renee Wilson In Progress

Research classification of records requested Renee Wilson In Progress

Add Task )

Title: * Research classification of records requeste
Assign Person:*

OAssign a Records Officer

*|Renee Wilson Change Records Officer )

Assign Agency Staff

Billable Time: 2 :| Hours o
Billable Rate: —— » Par Heue-
Price Waived: No |

Paid: No |

Date Due:

Date Assigned: 01/07/2016 20:05 48

Date Changed: 01/07/2016 20:06 10

Last Changed By: Renee Wilson

Notes:

Description:

Save | Mark Complete | Cancel Task )



Presenter
Presentation Notes
Then, after you’ve saved the task, you can go back in and say how long it took to complete it, and that fee will be calculated and added to the total.


=
Other: Documents

Extraordinary

Circumstances Contact Requester

Reference Documents

Document Title/File Name Uploaded By v Date Uploaded s

GRAMA Law Renee Wilson 01/07/2016 _Remove )

View )

Upload Reference
Upload any files that you wish to attach to the request you just submitted:

File to Upload: * Browse... No file selected.
Title for Document:

~Upload )

72
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Presentation Notes
Next, we’ve just added a place for people to upload documents, so if a requester needs to submit a particular form or permission sheet, they can do so. The documents function is still in beta, so it’s hidden under “Other” until it’s totally ready to go.


Other: Notes

Extraordinary

Circumstances Contact Requester

Search:

Date Added By % Note

01/07/2016 09:30 PM Renee Wilson  Attempted to contact the requester on Friday, January 8, 2016, but she did not answer her phone.

“Add Note )

73



Presenter
Presentation Notes
You can also add notes to the request, if you like. You may also select whether or not the note should be visible to the requester.


Other: Log

Extraordinary
Circumstances

Contact Requester

Search:
Date Performed By Action Type

01/07/2016 09:30 PM Renee Wilson Note Added

01/07/2016 08:07 PM Renee Wilson Task Created

01/07/2016 08:07 PM Renee Wilson Request Portion Pending Task

01/07/2016 08:05 PM Renee Wilson Task Created

01/07/2016 08:05 PM Renee Wilson Request Portion Pending Task

01/07/2016 07:59 PM System Message from Records Officer

01/07/2016 07:59 PM Renee Wilson Fee Created

N1/07/2016 0758 PM Qustem Messaee fram Recards Officer

Add Log )
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Presentation Notes
And, last of all, there’s a log of every single action that has happened to the request, and who completed that action, and when.


< Records Officer Dashboard
Records Requested

Title:

Date Due:

Total Fee for Request:
Request Status:
Description:

Restrictions:
Record Access:

Request Portions o

Main Request

Request Expedited

Darmiinct Con WA ivar

Request marked as received

Reports My Profile Dashboard FAQ

Open Records Portal Administrator's emails
09/21/2015

To be determined

In Progress

| want to see all of the open records portal's administrator's emails about user testing and how and when it

was done and with whom.

Records contain no restricted information

Receive a copy and request a fee waiver. Approve/Deny
Releasing the record primarliy benefits the public

Please expedite this request because these records will benefit the general public. Ap
More Detail

Print Request ) Close Request ) Respond to Request Outside Portal

09/21/2015

09/21/2015

NQ/I1/01C

Title:

Status:

Total Fee Quoted:

Date Due:

Assigned Records Officer:

Description:

*Main Request
Open
To be determined
09/21/2015
*|Kendra Yates

More Detail

Change Records Officer

*| want to see all of the open records portal's administrator's emails about user testing and how and when it

was done and with whom.

Divide Request into Parts | Save |

Extraordinary

Circumstances Contact Requester



Presenter
Presentation Notes
As you can see, there is a ton of stuff on here, and we’re trying to make it better all the time. If your agency has specific needs that are not addressed here, let us know and we will see what we can do.


Up and Coming

= |n consideration or planning:
Customizable fields to capture information
specific to your agency
Customizable fee schedules
Ability to collect fees
Additional reporting tools

Ability to manually enter requests received
outside of the portal

76



Questions???



Presenter
Presentation Notes
So, that is the GRAMA section of the portal. Does anyone have any questions before moving on to the next section?


Please let us know if:

You have special records request needs
Additional required forms
Already using an online request system

You have questions or concerns

You have requests or suggestions for new
features

You like it

78



ONLINE RECORDS: COMING
SOON!



Records

Jashboard
Requests

Request Records

11l Browse All Agencies = i Counties
=== —

o~
ﬁﬁ Cities it Distri ﬁ School Districts/Schools

How It Works
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Presentation Notes
When you’re logged in to the site, you can see this button that is greyed out: Online Records.

This is a feature that will be coming in the future. This portal will allow you a new way to interface with the Archives. You’ll be able to view all your agencies’ series, create or update series, set up transfers, and even transfer digital records online, if you want.

Creating something like this is a pretty huge endeavor, so it’s not ready yet. But look forward to that, because it will be AWESOME once completed.

http://openrecords.utah.gov/

Up and Coming

= |n consideration or planning:
View agency series information

Report new series; edit/revise series information
Upload local ordinances (or URL)
And much more!

81



RECORDS OFFICER
DASHBOARD



m 1Y

Records
Requests

Dashboard.

R

= Request Records

Il]l Browse All Agencies = Counties
] -

~
ﬁﬁ Cities it Distri ﬁ School Districts/Schools

= How It Works

e governme
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Presentation Notes
We have started to build the Records Officer Dashboard. This is also a huge undertaking, so it’s not completely finished yet, but some parts of it are already functional.

http://openrecords.utah.gov/

Records

Requests Dashboard

Requests Training My Account

< Records Officer Dashboard

Certification Online Resources

Register for Training



Presenter
Presentation Notes
The Dashboard is a collection of tools to help you interface with the Archives, and get stuff done. There are several different parts of the Dashboard, and we’ve had to be selective about which features to make available first.


Records

Requests Dashboard

GRAMA —

Requests Training My Account

< Records Officer Dashboard
Ve .

Certification Online Resources

Register for Training
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Presentation Notes
We started with certification. You can now certify completely and totally online!

When you click this button…


Records Officer Dashboard

| Records Officer Certification

< Training

Certification

GRAMA
Requests

Certification Information for Renee Wilson

Applicable Tests

Test Name
Records Access Essentials Test

Your Test History

Test Name
Records Access Essentials Test

Records Access Essentials Test

Records Access Essentials Test

Records Access Essentials Test

Records Management Essentials Test

Mever taken.

Started
12/22/2015

12/22/2015
12/18/2013

Your Status
See test results below.

Your current status: APPROVED
J Annual renewal due: DECEMBER 22, 2016

Completed
12/22/2015

12/22/2015
12/18/2013
12/18/2014

Resources

View Test Materials

Training

View Test Materials

Score
100.00%

89.80%
98.00%
94.00%

Pass/Fail
Pass

Pass
Pass

Pass

Open.Utah.gov | Data.Utah.gov | Help Center | About | FAQ | Contact Us

Records
Requests

Actions
Start This Test

Start This Test

Options
Reprint My Certificate

Reprint My Certificate
Reprint My Certificate
Reprint My Certificate

Dashboard

My Account
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Presentation Notes
…you are taken to this screen, where you can see...


s

Home Records Officer Dashboard

| Records Officer Certification

< Training

Certification

GRAMA
Requests

Certification Information for Renee Wilsan

Applicable Tests

Test Name
Records Access Essentials Test

Your Test History

Test Name
Records Access Essentials Test

Records Access Essentials Test

Records Access Essentials Test

Records Access Essentials Test

Records Management Essentials Test

Your current statu s:

Mever taken.

Started
12/22/2015

12/22/2015
12/18/2013

Your Status
See test results below.

APPROVED

Annual renewal due: wc

. r———

LSS E T Y

Completed
12/22/2015

12/22/2015
12/18/2013
12/18/2014

22,2016

Resources

View Test Materials

Training

View Test Materials

Score
100.00%

89.80%
98.00%
94.00%

Pass/Fail
Pass

Pass
Pass

Pass

Open.Utah.gov | Data.Utah.gov | Help Center | About | FAQ | Contact Us

Records
Requests

Actions
Start This Test

Start This Test

Options
Reprint My Certificate

Reprint My Certificate
Reprint My Certificate
Reprint My Certificate

Dashboard

My Account
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...Your certification status. If you‘re not certified, you‘ll see a red X, and if you‘re certified but your certification is about to expire, you‘ll see a yellow exlamation point. You‘ll also see...


Records Officer Dashboard

| Records Officer Certification

< Training

Certification

GRAMA
Requests

Certification Information for Renee Wilson

Applicable Tests

Test Name
Records Access Essentials Test

Your Test History

Test Name
Records Access Essentials Test

Records Access Essentials Test

Records Access Essentials Test

Records Access Essentials Test

Records Management Essentials Test

Mever taken.

Started
12/22/2015

12/22/2015
12/18/2013

APP

Your Status
See test results below.

Completed
12/22/2015

12/22/2015
12/18/2013
12/18/2014

o = —
o W e

Your current status: .
J Annual renewal du 4. DECEMBER 22, 2016

Resources

View Test Materials

Training

View Test Materials

Score
100.00%

89.80%
98.00%
94.00%

Pass/Fail
Pass

Pass
Pass

Pass

Open.Utah.gov | Data.Utah.gov | Help Center | About | FAQ | Contact Us

Records
Requests

Actions
Start This Test

Start This Test

Options
Reprint My Certificate

Reprint My Certificate
Reprint My Certificate
Reprint My Certificate

Dashboard

My Account
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...The date by which you need to recertify...


s

Horme Records Officer Dashboard Training Certification { 0 log out

| Records Officer Certification tespiind Dashboard
l e Training My Account
Requests
< Training
Certification Information for Renee Wilson
Your current status: APPROVED
Annual renewal due: DECEMBER 22, 2016
Appli~~"ic rests
Test Name Your Status Resources Actions
[ Records Access Essentials Test See test results below. View Test Materials Start This Test

Records Management Essentials Tes’, Mever taken. View Test Materials Start This Test

Your Test History

Test Name Started Completed Score Pass/Fail Options

Records Access Essentials Test 12/22/2015 12/22/2015 100.00% Pass Reprint My Certificate
Records Access Essentials Test 12/22/2015 12/22/2015 89.80% Pass Reprint My Certificate
Records Access Essentials Test 12/18/2013 12/18/2013 G8.00% Pass Reprint My Certificate
Records Access Essentials Test 12/18/2014 94.00% Pass Reprint My Certificate

Open.Utah.gov | Data.Utah.gov | Help Center | About | FAQ | Contact Us
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Presentation Notes
...And the certification tests you can take.

We have two tests now, which we‘ll talk more about later. Basically, you can certify for Records Access and GRAMA, or if you don’t handle GRAMA Requests, you can certify for Records Management.


s

Horme Records Officer Dashboard Training

| Records Officer Certification

< Training

Certification

GRAMA
Requests

Certification Information for Renee Wilson

Applicable Tests

Test Name
Records Access Essentials Test

Records Management Essentials Test

Your Tes+’ .stOrY

" &5t Name
Records Access Essentials Test

‘ Records Access Essentials Test
Records Access Essentials Test

Rew “rds Access Essentials Test

Your current status:

Your Status

APPROVED
Annual renewal due: DECEMBER 22, 2016

See test results below.

Mever taken.

Started
12/22/2015

12/22/2015
12/18/2013

Completed
12/22/2015

12/22/2015
12/18/2013
12/18/2014

Training

Resources

View Test Materials

View Test Materials

Score
100.00%

89.80%
98.00%
94.00%

Pass/Fail
Pass

Pass
Pass

Pass

Open.Utah.gov | Data.Utah.gov | Help Center | About | FAG—== aerlS
L ——

Records

Dashboard
Requests
My Account
Actions
Start This Test
Start This Test
Options

Reprint My Certificate
Reprint My Certificate
Reprint My Certificate
Reprint My Certificate
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You can also see your past test outcomes.


s

Home Records Officer Dashboard

| Records Officer Certification

< Training

Certification

GRAMA
Requests

Certification Information for Renee Wilson

Applicable Tests

Test Name
Records Access Essentials Test

Your Test History

Test Name
Records Access Essentials Test

Records Access Essentials Test

Records Access Essentials Test

Records Access Essentials Test

Records Management Essentials Test

Your current status:

Mever taken.

Started
12/22/2015

12/22/2015
12/18/2013

Your Status
See test results below.

APPROVED
Annual renewal due: DECEMBER 22, 2016

Completed
12/22/2015

12/22/2015
12/18/2013
12/18/2014

Resources

View Test Materials

Training

View Test Materials

Score
100.00%

89.80%
98.00%
94.00%

Pass/Fail
Pass

Pass
Pass

Pass

Open.Utah.gov | Data.Utah.gov | Help Center | About | FAQ | Contact Us

Records
Requests

Actions
Start This Test

Start This Test

Options
Reprint My Certificate

Reprint My Certificate
Reprint My Certificate

Reprint My Certificate

Dashboard

My Account
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Presentation Notes
You can reprint your certificate here, and you can also see the questions you missed on your most recent certification test. You can‘t see that on this screen because I retook the test until I got 100%, but if you miss any questions, you‘ll be able to see those questions you missed.


Records

Requests Dashboard

GRAMA —

Requests Training My Account

< Records Officer Dashboard

Certification Online Resources
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We also have a new way to register for training. When you click on this button…


¥ L Records
Register for Trainin Dashboard
Requests
GRAMA
Trainin My Account
Requests & y
< Training
Upcoming Training Classes
Show 10 [ entries Search:
Class Date % Location ¥ Starts ¥ Ends Class Name ¥ Status E Actions
FriJan 8, 2016 Utah State Archives 10:00 12:00 Open Records Portal Training Available Register for this Class
AM PM
. = o |
Tuejan 12, Online Training 10:00 12:00 Open Records Portal Training Available | Register for this Class | "
2016 AM PM !
Tue Jan 19, Orem City Council 10:00 12:00 Open Records Portal Training Available Register for this Class
2016 Chambers AM PM
Wed Jan 20, Sevier School District 9:00 AM 12:00 Records Access |: Public Records Available Register for this Class
2016 PM Requests
Wed Jan 20, Sevier School District 1:00 PM  4:00 PM Basic Records Management [: Available Register for this Class
2016 Records Management
Wed Jan 27, Weber State Library 10:00 12:00 Open Records Portal Training Available Register for this Class
2016 Special Collections AM PM
Thu Jan 28, Online training 10:00 12:00 Open Records Portal Training Available Register for this Class
2016 AM PM
Wed Feb 17, Kane County 9:00 AM 11:00 Open Records Portal Training Available Register for this Class
2016 Commission Chambers AM

Previous 1 2 Next


Presenter
Presentation Notes
...You are brought to the table that lists all of our training sessions coming up. You can sort the training sessions by title, location, date, or any of these facets along the top. All you have to do to register is click this button. That‘s it! And then once you click it, the button changes...


< Training

Upcoming Training Classes

Show 10 [ entries

Class Date %

Fri)an 8, 2016

TueJan 12,
2016

Tue Jan 19,
2016

Wed Jan 20,
2016

Wed Jan 20,
2016

Wed Jan 27,
2016

Thu Jan 28,
2016

Wed Feb 17,
2016

Location

Utah State Archives

Online Training
Orem City Council
Chambers

Sevier School District

Sevier School District

Weber State Library
Special Collections

Online training

Kane County

Commission Chambers

Register for Training

% Starts %

10:00
AM

10:00
AM

10:00
AM

9:00 AM

1:00 PM

10:00
AM

10:00
AM

9:00 AM

SR Trainin
Requests &
Ends Class Name
12:00 Open Records Portal Training
PM
12:00 Open Records Portal Training
PM
12:00 Open Records Portal Training
PM
12:00 Records Access |: Public Records
PM Requests
4:00 PM Basic Records Management [:
Records Management
12:00 Open Records Portal Training
PM
12:00 Open Records Portal Training
PM
11:00 Open Records Portal Training
AM

% Status

Available

Available

Available

Available

Available

Available

Available

Available

Records
Dashboard
Requests
My Account
Search:
E Actions

Register for this Class

— <
_ Withdraw from this Class | :

Register for this Class
Register for this Class
Register for this Class
Register for this Class

Reqister for this Class

Register for this Class

Previous 1 2 Next
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...to say “Withdraw from this class”, so you know you are registered. It’s really that easy. Isn’t that fantastic?


Records

Requests Dashboard

GRAMA

Requests Training My Account

+ Records Officer Dashboard

Ve \

My Profile Certification
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The other thing we’re bringing online is the ability to update your own information.


Records Officer Dashboard

My Profile

< My Account

Name:

Familiar Name (Nickname):

Title:
Email Address:

Receive Notifications:
Always Change All AROs:

Phone Number:

Fax:

Address:

City/State:
Zip Code:

My Account My Profile

GRAMA
Requests

Renee
Open Records Portal Web Admin.

reneewilson@ utah.gov

Yes [T ]
Ask [T

801 531 - 3842 @ Ext:

346 South Rio Grande St.

Salt Lake City
84101 -

Training

Records
Requests

Dashboard

My Account
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Eventually you’ll also have the ability to update your agency information, and CAOs will have the ability to verify records officers through the portal. For right now though, you can update your own personal information, like your email and phone.


Up and Coming

= |n consideration or planning:
Request training
Verify records officers (for CAQOs)
Update agency information
Contact your Archives records analyst
And much more!
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Questions???




Contact Us

Website: openrecords.utah.gov
Renee Wilson, Open Records Portal Administrator

Contact for questions about the portal, portal use, functionality, etc.

reneewilson@utah.gov
801-531-3842

Nova Dubovik, GRAMA Coordinator

Contact to report agency updates, GRAMA designee, etc.
ndubovik@utah.gov

801-531-3834

Rosemary Cundiff, Government Records Ombudsman

Contact with questions about GRAMA law, mediation, etc.
rcundiff@utah.gov
801-531-3858
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Analysts

KendraYates — 801-531-3866, kendrayates@utah.gov
= elected state agencies, courts, legislature; analyst manager

Rae Gifford — 801-531-3836, rgifford@utah.gov

= state agencies (with a few exceptions) and education

Lorianne Ouderkirk — 801-531-3860, louderkirk@utah.gov

* |ocal agencies, law enforcement, Dept of Health

Rebekkah Shaw - 801-531-3851, rshaw@utah.gov

= general retention schedules
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Transparency Board

= Forlarge-scale or specific legislative concerns
» John Reidhead, chair

jreidhead@utah.gov

801-538-3095
= Patricia Smith-Mansfield, vice chair

pmansfie@utah.gov
801-531-3850
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TRAINING & CERTIFICATION
FOR RECORDS OFFICERS


Presenter
Presentation Notes
Good morning. My name is Nova Dubovik, I’m the ex. Sec. to the State Records Committee and sitting next to me is Kendra Yates, the Records Analyst Section Manager. Today, we are excited to tell you about two new paths for records officer certification that is tailored for the duties and responsibilities you perform. Prior to this new initiative there was only one way a records officer could certify annually and that was by taking the Records Access or GRAMA certification, whether you handled GRAMA requests or not. 

Before we get ahead of ourselves lets go over some basic responsibilities.



Your Responsibilities as CAQO Include:

= Establish records management program
= Appoint records officer(s)
* Ensure that they certify annually
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Your Responsibilities as CAO Include:

Establishing a records management program
Appointing records officer(s)
Ensuring that they certify annually



Your Responsibilities as Records Officer may Include:

Care and Maintenance
Scheduling and Disposal
Classification and Designation
Providing access

Preserving
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If you are an appointed records officer. Some of the responsibilities that you may have regarding records include:

Care and Maintenance
Scheduling and Disposal
Classification and Designation
Providing access
Preserving





Records officers may share those
responsibilities with other records officers
in their agencies, depending on how the
roles are distributed.
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*Give them time to read the slide*
The State Archives recognizes that many governmental entities divide these responsibilities among different records officers. For example, some records officers are responsible for the care, maintenance, and scheduling of records, but not for classifying or providing access to records. And some records officers only classify records and respond to GRAMA requests. Most records officers have both responsibilities.


Certifying annually

= Every records officer (almost)
= Utah Code 63G-2-108

GRAMA
Requests

< Training

Certification Information for Kendra Yates

’ -. Your current status: APPROVED
|
/ Annual renewal due:  MAY 19, 2016

Applicable Tests

Your Status

See test results below.,
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One responsibility that can’t be shared or redistributed is certifying annually. 

According to Utah Code, every records officer must do this (except records officers of the Legislature and courts).


Certification option available up to now

11 Division ut‘_
W Archiv

Online training course
that “shall train a records
officer regarding the
provisions of [GRAMA]”

Uta h Cod e 63A_12_110(3) « Goto End | Go to Start »

RECORDS ACCESS ESSENTIALS FOR
GOVERNMENT EMPLOYEES

This training will assist records officers in complying with
GRAMA requirements when fulfilling records requests
and teach them how to find and use the provisions of
GRAMA. This training will cover those provisions of
GRAMA needed to fulfill records requests.

It is recommended that records officers taking this
training download a copy of GRAMA to follow along in
the training and mark up important provisions.

The State Archives offers additional training covering
other GRAMA provisions and on issues of records
management. These training opportunities can be found
on the State Archives website.

To begin, please select a module from the menu.
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Up to now there has been one certification option: online materials and testing designed to educate records officers regarding records access and the provisions of GRAMA.



There are now two paths to certification

= Records Access = Records Management
GRAMA PRMA
Classifying records Understanding records
Responding to GRAMA Implementing retention

requests appropriately schedules
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There are now two paths to certification. A training that focuses on records access, and a training that focuses on records management.

Both certification tests will be available to every records officer.
1. Records Officers who are responsible only for GRAMA requests must take the Records Access certification test.
�
2. Records Officers who have only records management responsibilities and are not responsible for responding to GRAMA requests may certify by taking the Records Management Certification Test.
�
3. Records Officers who have both responsibilities may certify by taking the Records Access Certification test the first time, and thereafter may certify by taking the Records Management and Records Access certification tests alternately every other year.



RECORDS ACCESS


Presenter
Presentation Notes
The first path we will discuss is Records Access certification test, fondly known as GRAMA.  If you are familiar with GRAMA this will be a quick overview of the certification material, if you are not familiar with Records Access certification then this will provide an opportunity to compare and contrast and decide which certification most represents your duties and responsibilities. 


GRAMA Certification

= Records Access

GRAMA
Classifying records

Respond to GRAMA
requests appropriately

A Division of )
/(g A S

RECORDS AccESs ESSENTIALS FOR
GOVERNMENT EMPLOYEES

This training will assist records officers in complying with

Module 1: General Provisions

« Go to End | Go fo Start »

GRAMA requirements when fulfilling records requests
and teach them how to find and use the provisions of
GRAMA. This training will cover those provisions of
GRAMA needed to fulfill records requests.

It is recommended that records officers taking this
training download a copy of GRAMA to follow along in
the training and mark up important provisions.

The State Archives offers additional training covering
other GRAMA provisions and on issues of records
management. These training opportunities can be found
on the State Archives website.

To begin, please select a module from the menu.

de
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The first track is for Records Officers who are responsible only for GRAMA requests. You must take the Records Access certification test.

If your responsibilities include responding to GRAMA requests, classifying records, and disclosing public, private, protected, and controlled records then you will need to take the Records Access certification. It is important before beginning the test to download the statute, the Government Records Access and Management Act (GRAMA) and the training manual provided on the Archives website or Open Records Portal. 

This presentation, on Records Access certification, is an overview of the test material to provide you a general idea of what is involved to certify as a GRAMA responder.  And if this is the right certification for the duties you perform.

For a more comprehensive GRAMA training experience it is highly recommended to attend an in-person refresher class  on an annual basis. This law is complex and not always easy to interpret, plus new provisions are added every year when the legislature meets in January- so it’s a good idea to attend annual training to learn about the latest added provisions. 


GRAMA Sections

= Section 1: General Provisions
= Section 2: Access to Records
= Section 3: Classifications

= Section 4: Appeals

= Section 5: Applicability to Political Subdivisions, the
Judiciary, and the Legislature

= Section 6: Other provisions in GRAMA
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The GRAMA certification test is broken down into six sections that reflect the contents of the law. The test can be retaken as many times as needed to obtain a passing score.  However it must be noted that the last four sections in the law you do not need to know to pass the test, but it is highly advised to review and become familiar with those sections on your own.



GRAMA Defined

Government Records Access and Management Act

* Passedin1991-92
= Utah basic records law

= Guideline for disclosure and
restrictions

= (Classification structure for
records
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Before we officially begin reviewing the certification material,  let’s define GRAMA:  GRAMA is the Government Records Access and Management Act. It was passed in 1992. It’s a comprehensive law for government records in Utah. It is Utah’s basic records law and it applies to the records of both state and local governments in the same way that the Freedom of Information Act (FOIA) applies to the records of the Federal Government. 

In many ways GRAMA is parallel the FOIA. 

The law provides guidelines for disclosure and restriction of records and has a comprehensive records classification structure. There are four classifications public, private, controlled, and protected. The law further states that when access is governed by some other statute, that statute takes precedence and/or compliments GRAMA. 



Section |: General Provisions
GRAMA Legislative Intent

Promote easy and reasonable
access to public records

= Specify wheninterestin
restriction outweighs access

' = Define appropriate restrictions
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In the beginning of the statute, Section 1, General Provisions, the Legislative intent is defined. It informs us that the purpose of this act is to promote the public’s right to easy access to public records, and at the same time to prevent abuse of confidentiality by governmental entities by permitting the confidential treatment of some records. 

Its purpose is also to provide guidelines for both disclosure and restrictions that are based on the equitable weighing of relevant interests and which are consistent with nationwide standards and practices. 

A further stated purpose of this act is to establish fair and reasonable records management practices. 

There are times when appropriate restrictions must be implemented. For example a drivers license test. Disclosing the answers to the public before administering the test would be counterproductive to the purpose of administering the test; therefore, the governmental entity classifies the test answers as protected.


Section |: General Provisions

= Definitions

= Confidentiality agreements

= Records of security measures

= Certification of records officers
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After the legislative intent is defined, General Provisions, lists 30 definitions in alphabetical order. These are words that you will find throughout the law that are used in legal terminology and need to be defined to understand the legislatures intent.

Some Examples:
-The use of person throughout GRAMA, what does it mean?
	It means, an individual, nonprofit or profit corporation, partnership, sole 	proprietorship, business organization or any combination of the above.

-Another one that trips people up, is classification or its derivative to classify.  Essentially its determining whether a record or the contents within the record is public, private, controlled, or protected, or exempt from disclosure. 

The section also defines what is a public, private, controlled record. However the more in depth definitions and usage are in section 2 and section 3.

There are three other sections outlined and defined in General Provisions:

2. Confidentially agreements. This pertains to contracts provided to your office by private entities.

3. Records of security measures. These are not subject to GRAMA. Disclosing a password or combination would not be a wise act.

4. And lastly the Certification of records officers. This was addressed earlier in the introduction.



Section 2: Access to Records



Presenter
Presentation Notes
In Section 2, Part 2 in the law, Access to Records,  delineates access rights to government records. Who has the right to inspect records, what restrictions exist and who has rights to access restricted records.  In addition, Part 2 specifies what fees are properly accessed, time limits to requests, respond, and appeal records request.  This is probably the most important section for records officers to understand and apply. 


Section 2: Access to Records

RIGHT TO INSPECT
= Rightto inspect records and receive copies
= Government not required to create, compile, format records

= Government may not use physical form to hinder access
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The Access to records section defines who has the right to inspect a record:

-Every person has the right to inspect records and receive copies during normal working hours. 

-Government entity is not required to create a record unless it doesn’t interfere with government duties and responsibilities and the requester agrees to a fee.

-Government may not use physical form electronic or otherwise, in which a record is stored to hinder the rights of a person to inspect and receive a copy of a record. 






Section 2:Access to Records

DISCLOSURE OF RECORDS
= Private records to individual, parent or legal guardian, POA
= Controlled records to health care providers with authorization

= Protected records to the person who submitted, POA etc.

= Verify identity of requester
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It also identifies who you can disclose records to: 

-Private records are disclosed to the subject of the record, parent or legal guardian, or someone with a power of attorney. 

-Controlled records are released to physician, psychologist, certified social worker, insurance provider or producer. A signed acknowledgement of the terms of disclosure of information must be provided. 

-Protected records are provided to the person who submitted the record, who has a Power of Attorney, or court ordered.  A submitted record could be a copy of a bid contract you submitted, proposals, applications, or other information you have submitted to a governmental entity. 

Do not release a record with out verifying the identity of the requester.





Section 2: Access to Records

= GRAMA request

Must have the following information:
Name
Mailing address
Telephone number (if available)
Description of record
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When a requester submits a GRAMA request, it must be a written request that contains the following information:
name, mailing address, telephone number (if available), description of the record with specificity from the requester. 

In addition, it must be submitted to the governmental entity that prepares, owns, retains, or received the record.


Section 2: Access to Records

Records officer has 10 Business days to respond

= Approve

Deny

Notify governmental entity does not maintain record

= Notify of extraordinary circumstances
= (8 Extraordinary Circumstances)
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When a records officer receives a GRAMA request he/she has 10 business days after receipt to respond. There are four ways to respond:

-To approve and provide the record; 
-Deny partial or whole access to a record; 
-Notify the requester the governmental entity does not maintain the record and provide a reference (if known) who does maintain the record; 
-or notify the requester of you are claiming extraordinary circumstances. 

There are 8 extraordinary circumstances that are listed in the law and they are very specific with designated time frames. If you do claim an extraordinary circumstance you must notify the Requester within the 10 business days that they have the right to appeal the extraordinary circumstance claim if they disagree with the reason or date the records will be provided.
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Record used by another agency

*Agency in possession returns record within 5 business days (unless return impairs the holder’s work)

Record used for an audit

*Notify Requester when record is available

Voluminous request or voluminous records requests filed within 5 working days of each other

e Estimate amount of time to finish the work. May treat a request for multiple records as separate requests and respond
sequentially to each. Reasonable time.

Agency processing large number of requests

e Estimate amount of time to finish the work. May treat a request for multiple records as separate requests and respond
sequentially to each. Reasonable time.

Review a large number of records

e Estimate amount of time to finish the work. May treat a request for multiple records as separate requests and respond
sequentially to each. Reasonable time.

Involves legal counsel

«5 day extension permitted from the original request.

Extensive redacting/segregating

15 business days to fulfill the request from date of the original request

Redacting/segregating information requires computer programing

eDisclose the requested records as soon as reasonably possible

120


Presenter
Presentation Notes
This is a quick glance chart of the eight extraordinary circumstances. You may notice quite a few have “reasonable time” and then there are few that specify the extended time frames. 

For example if you need legal counsel to review the records before disclosure - you would notify the Requester of the extraordinary circumstance claim  and state your office needs a 5-day extension from the original request date. 

It is important that you respond and send the notice within the 10 business days provided by the law. If the Requester does not agree with the extraordinary circumstance claim they have the right to appeal to the chief administrative officer within 30 days.


Section 2: Access to Records

= Fees
= Denials
= Sharing records

= Subpoenas
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Section 2 also outlines Fees, Denials, Sharing records, and Subpoenas.




Section 2: Access to Records

" Fees

= Denials

= Sharing records

=_Subpoenas
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Section 2,  discusses fees in detail and how to access and apply them. The Governmental entity may charge a reasonable fee to cover the costs of providing a record. It is important for political subdivisions to establish a fee schedule to provide the public on how much it will cost to provide records.  GRAMA highly encourages government entities to fulfill a request without charge and is encouraged to do so when it determines the release would benefit the public or the requester’s rights  are directly impacted. It also includes if the requesters is impecunious (can’t afford the fee). If that is the case, some governmental entities request prove of impecunious or have other methods to determine such a claim.



Section 2: Access to Records

m Fees

= Denials

= Sharing records
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Section 2 focuses on how to properly notify a Requester of a Denial. It outlines what information needs to be in the notification letter. 

A denial notification letter should contain the statement “right to appeal”, records description and corresponding citation, court ruling, federal statute or federal regulation as to why the record was denied, time limits for appealing to the chief administrative officer (30 days), and name and business address of the chief administrative officer. 


SIMPLIFIED GRAMA PROCESS CHART

Approved
Records provided

GRAMA Request Received

10 business days to Notify Requester of the
respond _ governmental entity’s

decision

* DETERMINATION
* Approve

* Access deny in whole
or part

* Fee waiver denial
¢ Do not maintain
e Claim Extraordinary

. *DENIAL
clrcumstances -

e Failure to respond

Notify Requester the right to
appeal decision to chief
administrative officer or
designee

* Provide written response

e Description of portion denied
* Citation

* Right to Appeal

e 30 Calendar Days to file an

appeal

e Name/address of chief
administrative officer or
designee
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Here is simplified GRAMA PROCESS Flow Chart. It starts with the records officer receives the GRAMA request and has 10 business days to make a determination. Then the governmental entity notifies the Requester whether it was approved and records provided or denied. If the records are denied the Requester is notified of his/her right to appeal to the chief administrative officer or designee. 

This flow chart does not show the more complex situations or take in account extraordinary circumstances. However, do remember if there is an extraordinary circumstance claim you must notify the requester within the 10 business days and provide the right to appeal.



Section 2: Access to Records

" Fees

= Denials

= Sharing records

=_Subpoenas
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Section 2 also discusses  sharing records with other governmental agencies. A governmental entity may provide a record that is private, controlled, or protected to another governmental entity if it falls within the perimeters outlined in GRAMA. This section in the law is quite long and detailed. In the training manual it has been simplified but if there are any questions please refer to the statute. 


Section 2: Access to Records

" Fees

= Denials

= Sharing records

= Subpoenas
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And lastly, Subpoenas. Subpoenas and other methods of discovery are not GRAMA requests and must be process differently. A subpoena is a judicial process, and a GRAMA requests is an administrative process. A person can request the same records under both. 

For example: a requester may submit a GRAMA to the police department for records on their case, the police department may have responsive records to the requester’s case that the lawyer did not find pertinent to his/her case, and therefore not in their file. If there are no restrictions to the records you would provide them under GRAMA. Even if the requester has received those same records under discovery. Its not considered a duplicate fill.  There is a Records Committee decision that pertains directly to the difference between subpoenas and GRAMA. http://archives.utah.gov/src/srcappeal-2014-04.html (Case No. 14-04)


Section 3: Classification

= Public

= Private

= Controlled

= Protected
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Section 3, Part 3 is an in-depth section covering records classifications. There are four classifications, Public, Private, Controlled, and Protected.  

Records are either public, and available for everyone to inspect and copy.

Or 

Records are Private, Controlled, Protected under GRAMA and disclosure is restricted, or access is governed by court rule, another state statute, federal statute, or federal regulation.


Section 3: Classification

= Public Records
Open meeting minutes
Financial records
Initial contact reports
Government contracts
All records not specifically restricted
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Public records are open meeting minutes, financial records, initial contact reports, government contracts, and all records not specifically restricted in the law. 

Remember it this way, all records are public unless otherwise expressly stated in the law.


Section 3: Classification

Private Records Controlled Records

» Medical history » Medical, psychiatric, or

= Performance evaluations psychological data about
individual

= Library records that
identify a patron = Release detrimental to

subject of record or to the

= Employee personal contact
PIoyee p safety of others

information
= Release violates medical

= Any clearly unwarranted .
4 4 ethics

invasion of personal
privacy
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To assist in understanding what are Private and Controlled records. Think about them as about individuals but disclosure and restrictions  are vastly differently. 

Private records are personal data and information on a person, if released to someone other than that person, would clearly be an unwarranted invasion of personal privacy.

Controlled records pertain to an individuals medical data and if released to that individual could be detrimental to the individual or the safety of others. It is also important to note releasing the information would be a violation of medical ethics.


Section 3: Classification

* Protected Records
» 65 protected records listed

Bids for contracts

Trade secrets

Test questions

Drafts

Attorney client privilege

Records release could interfere with government
process such as audit, exam, investigation, or trial
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Presentation Notes
Protected records are restricted because they contain information that is in the public interest to restrict. The legislature every year continues to add more protected records to the list. As of 2015 there are 65 specifically listed.  Here are a few examples of protected records listed in th statute.

Bids for contracts

Trade secrets-this would fall under proprietary information someone wouldn't not want to be released to competitors.

Test questions-Drivers license test. It would be counterproductive to disclose the test questions before taking the test.

Draft, unless otherwise classified as public. 

Attorney client privilege. 

Releasing protected records could interfere with government process such as audits, exams, investigations, or trials.  For the most part the list of protected records makes common sense after you review it.



Section 4: Appeals

Important provision

Right of requester or
interested party to
appeal the decision

Records officers should
familiarize with past
decisions

ﬁl
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Presentation Notes
Not all records officers work with appeals or have the opportunity to sit in on a Committee hearing, however its important to familiarize yourself with the process because it impacts records access decisions made at your level and those at the chief administrative officer’s level. 


Section 4: Appeals

= Arequester has the right to appeal the
governmental entity’s decision

Chief administrative officer
Local appeals board (if established)
State records committee or district court
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Presentation Notes
The Requester has the right to appeal the governmental entity’s decision. Section 4, Appeals outlines those provisions.

The first appeal must go to the chief administrative officer (CAO), or designee, of the governmental entity. A requester may appeal 30 days after the notification of denial.  In addition to the denial, the requester may also appeal unreasonable denial of a fee waiver request, claims of extraordinary circumstance if the requester believes it is unreasonable, and if the governmental entity failed to respond within the time frame required by statute.  

Once the Chief administrative officer has responded the next level is to the local appeals board if there is one established, if not the CAO’s decision may be appealed to the state records committee or district court.


SIMPLIFIED GRAMA PROCESS CHART

Appeal to District Court
Approved 30 Calendar Days

Records provided

Notice of Appeal Received by Notify Requester the right to
chief administrative officer or appeal decision Appeal to State
designee Notify Requester of the Records Committee

5 business days to respond ‘ governmental entity’s decision 30 Calendar Days

*Provide written response
*Right to Appeal

30 Calendar Days to file an appeal
*Name/business address of:

eDetermination

*Approve

¢ Access deny in whole or part
eFailure to respond *Ex. Sec. of State Records Committee or

eDesignee of local appeals board if
established

*DENIAL

Local Appeals Board

(If established Requester must first file appeal to the local appeals board, after
which Requester may appeal to the State Records Committee or District Court)
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Presentation Notes
Here is another simplified GRAMA PROCESS Flow Chart. It starts with the notice of appeal received by the chief administrative officer who has 5 business days to make the determination. When the determination is made the governmental entity notifies the Requester whether the appeal was approved and records provided or denied. If the records are denied the Requester is notified of his/her right to appeal to the State Records Committee or District Court. However, if there is a local appeals board established the Requester must appeal to the local appeals board before appealing to the State Records Committee or District Court. 

Notify the Requester in writing they have the right to appeal, provide the reason for the denial and applicable citations. The Requester has 30 days to file an appeal to the State Records Committee or District Court. 

 



Appeals Timeline

= Requester Submits
GRAMA

= Governmental Entity

10 business days to
respond

= Notify Requester in writing
right to appeal within 30
days

Chief administrative officer
or designee

5 business days to
respond

Notify Requester in writing
right to appeal within 30
days

Local appeals board

State records committee

District court
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Presentation Notes
Here is the same content as the Flow Chart but in text.

The process starts when the GRAMA request is submitted to the governmental entity, who has 10 business days to make a determination of records access. If the governmental entity denies access it notifies the Requester in writing the right to appeal within 30 days to the chief administrative officer or designee.

The chief administrative officer or designee has 5 business days to respond to the appeal. If it affirms a denial the governmental entity will notify the Requester in writing the right to appeal within 30 days to the State Records Committee or District Court. However, if local government has a local appeals board the Requester must appeal to the local appeals board first. After the local appeals board determination the Requester may appeal to the State Records Committee or District Court.

For the sake of time this timeline does not include business confidential claims or extraordinary circumstances claims.






Section:5 and 6

= Section 5: Applicable to political subdivisions,
judiciary, and the legislature

= Section 6: Other provisions in GRAMA
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Presentation Notes
Due to limited time we won’t go into great detail with Section 5. 

Section 5, is Part 7 of the law, and contains information on  political subdivisions and their ability to adopt ordinances and policies to comply with the statute. It outlines what information should be written into the ordinance or polices--- to include the new statute requirements for local appeals boards. A political subdivision may also establish its own reasonable response times and time limits for appeals. If you write ordinances and policies it is very important to become familiar with this section.

Section 6 lists the 4 parts not included in the Records Access certification. These section might pertain to your duties so its important to review the sections which are:

-The state records committee duties and configuration.

-Collection of information and accuracy of records is a provision that identifies the rights of individuals about whom data is maintained and the approval of retention schedules.

-Remedies: This provision defines criminal penalties and liabilities associated with violation of GRAMA.

And…

-Public associations. This section states that public associations are also subject to this act in specific circumstances. This section was added to cover the 2002 Olympic winter games committees.


QUESTIONS?


Presenter
Presentation Notes
As a Records Officer if you perform any of the duties mentioned in the Records Access certification, and your responsibility is to respond to GRAMA requests, then you must take the Records Access certification test. It is a requirement that records officers who work with GRAMA requests be familiar and understand the Government Records Access and Management Act. 

If what is contained in the Records Access certification (GRAMA) does not fall into the realm of your responsibilities and duties as a records officer, then lets take a look at the new path to Records Management certification.  This  might be a better option and  can be taken in lieu of the Records Access (GRAMA) certification test. 

Do you have any questions for us?



There are now two paths to certification

= Records Access = Records Management
GRAMA PRMA
Classifying records Understanding records
Responding to GRAMA Implementing retention

requests appropriately schedules
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Presentation Notes

We created a new training that focuses on records management because records officers who are not assigned the duty of responding to GRAMA requests felt that the Records Access and GRAMA training feels mostly irrelevant. But they still had to certify. By creating a second certification training and test that concentrates on Records Management, records officers not handling GRAMA requests can comply in a way that benefits them and feels relevant. 

However, if you respond to requests and maintain records, then both tests can be taken in alternating years.




RECORDS MANAGEMENT


Presenter
Presentation Notes
One of the biggest challenges as we developed the Records Management essentials training was deciding what should and should not be in the new training:
There is a plethora of literature about records management best practices.

Although we felt obligated to discuss the legal aspects of records management, we also wanted to talk about the practical benefits to you and your agency. And we wanted to offer helpful and accomplishable instruction, not just lofty ideals.



Section |: Laws (PRMA and GRAMA)

Definitions

o

iy - =
- .:;m,-‘-u..e‘.;‘ D D7

Duties
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Presentation Notes
Section 1 of the training focuses on government records laws, both GRAMA and the Public Records Management Act, or PRMA.
These laws contain definitions, a warning, and descriptions of duties associated with maintaining government records (and who the duties belong to).


Record or non-record?
What is a record series?
Which is the record copy?

What does it mean to ‘schedule’ records?

General retention schedule vs. Series-specific

retention schedule
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Presentation Notes
The definitions in GRAMA answer questions like these. *Pause to let them read the questions*

They can help you determine whether something is a record or not and can explain what record series, record copies, and retention schedules are.


Records are property of the State

Do not intentionally

i dest
estro
o y
c
. mutilate
c
. damage
©
3 dispose o

ontrary to a properly adopted retention schedule
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Presentation Notes
The Public Records Management Act (PRMA) provides warnings by making it clear that Records are property of the state, meaning that their maintenance is governed by statute, not left up to the discretion of government employees.

The law says: Do not intentionally mutilate, destroy, damage, or dispose of records contrary to a properly adopted retention schedule.
To break this law is a Class B Misdemeanor
(Utah Code 63A-12-105)

This can be positively stated as: Records must be maintained and must remain accessible for the duration of their approved retention periods.



= Governmental Entities
Chief Administrative Officers
Records officers

= Division of Archives and Records
Service

- Archives and Records management
- Training and standards
© Retention Schedules

Repository for historical records



Presenter
Presentation Notes
The Public Records Management Act outlines the legal responsibilities and duties of governmental entities, the chief administrative officer and appointed records officers in particular. 

We discussed these at the beginning of this presentation, but the law also outlines the legal responsibilities and duties of the Division of Archives and Records Service, or State Archives.

Which includes:
Administering the state’s archives and records management programs. 
Establishing Standards and develop Training
Preparing retention schedules
serving as the official repository for historical records


Section 2: Principles of records management
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Presentation Notes
Section 2 of the training focuses on principles of establishing a records management program


Section 2: Principles of records management
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Presentation Notes
Not so much the legal requirements for establishing a records management program, but the business case, the benefits that you and your agency will enjoy if you successfully implement a records management program.
 




Section 3:Ten practical steps for
implementing retention schedules

http://www.licc.org.uk/imagine-church/signposts/three-practical-steps/
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Presentation Notes
The final Section of the training focuses on ten practical steps that can help you implement retention schedules in order to manage your records.


Find your retention schedules
Understand your retention schedules
Inventory your records

Get staff feedback

Establish plans

Update your retention schedules
Assign and train staff members
Organize your records

e N A A

Transfer records as necessary
10. Destroy records as necessary
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Presentation Notes
These include finding and understanding your retention schedules, inventorying your records and getting staff feedback on how they are actually managed. Then comparing the reality with what is in the retention schedules so that you can update your retention schedules or your processes. 
The final steps are about educating your colleagues and enlisting their aid, organizing your records and then transferring or destroying those that should go.


Points of Pain

Questions

Gaps in understanding

http://www.leapfrogging.com/2013/06/20/painstorming-for-innovation/
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Presenter
Presentation Notes
The most important thing that we took into consideration as we developed this training is what I like to call “Points of pain.” These are questions that we receive or just gaps in understanding that become evident as we assist agencies. 
I’d like to cover just a few of those common misconceptions here.


Retention Schedule Types

General Retention Schedule ggﬁeedsl’sizeaﬁc Retention

o
HEDULE Utah State Archives

AGENCY: Department of Administrative Services. Division of Administrative Rules

SERIES: 7192
TITLE:  Administrative rules files
DATES: 1973-
ARRANGEMENT: Numerical by number.
ANNUAL ACCUMULATION: 6.00 cubic feet.
DESCRIPTION:
These recﬂrds suppor( the agency's function to n—wrd the receipt

STATE AGENCY GENERAL RECORDS
RETENTION SCHEDULE

Item
which m

rated by refer nce, rmre of effective
. and pertinent cr ondence.

RETENTION:
Retain 2 years.

DISPOSITION:
Transfer to the State Archives with authority to weed.

RETENTION AND DISPOSITION AUTHORIZATION:

Retention and disposition for this series were specifically approved by the
State Records

APPROVED: 08/1989

FORMAT MANAGEMENT:

The retention and disposition information on t
record copy which can be in any fnrrnat Th
different formats. Format managemen
purpose of managing records that are

Utah State Archives.

Paper: Retain in Office for 2 years and then transfer to State
Archives.

Microfilm master: State Archives permanently.

Microfilm dupl Retain in Office permanently.
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Presentation Notes
One clarification that the training makes is to explain the two types of retention schedules. 
One type is general retention schedules, which are created for common record groups, such as accounts payable records or meeting minutes. General retention schedules have already been approved by the State Records Committee and are available for immediate use.

When a governmental entity has records that are not described in a General Retention Schedule, or if they want to keep the records for more or less time than is specified by the General Retention Schedule, then they (with the help of their records analyst at the State Archives) can submit a series-specific retention schedule to the State Records Committee for approval. Once a series-specific retention schedule has been approved, it carries the same mandate for compliance as General Retention Schedules do.




Which is the record copy!?

= Your agency:
= Chooses
= Commits
= Manages
= Preserves

= Disposes



Presenter
Presentation Notes
Another point of pain that the training addresses is the significance of a record copy.
Because records can be duplicated in order to create reference copies, access copies, backup copies, preservation copies, etc., the law isolates the legal requirement for maintaining the records to only the record copy. 

Your agency:
Chooses which copy is the record copy
Commits to maintaining the record copy for the duration of the scheduled retention
Manages all copies of the record
Preserves the record copy in a way that makes it accessible and authentic
Disposes of the record according to the scheduled disposition



Electronic records are records, too

eSocial media
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Is Facebook a record?
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Presentation Notes
There are common misunderstandings about what records are. If you don’t print it off and hold it in your hands, is it still a record?

Social media Content that relates to government business is a record and must be treated as such.
Emails and instant messages that relate to work are records. Even personal emails that are sent and received using your work email become subject to discovery. This is why we suggest that you use a personal account for personal email, or forward personal emails to a personal account and delete them from your work account.
Database systems are not records, but they contain records.



Your database is full of records...

It is your job to know what they are.

https://threatpost.com/slack-discloses-breach-of-its-user-profile-database-implements-2fa/111872/
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Presentation Notes
People sometimes use the term ‘database’ when referring to the information itself. 
A Database system is like a cupboard, used to store and organize documents or to aggregate tables of data, but a database is not a records management system and it is not IT’s responsibility to ensure that the records are retained correctly. 

It is mandated through law that each state governmental agency establish record retention schedules for any electronic records created or received in an electronic transaction. The data held in an agency’s database documents, among other things, business functions and transactions, and may, therefore, be records. Records officers need to have an understanding of what information is contained in their databases and how to manage it.



Managing electronic records

= Establish plans for:
Reformatting
Data migration
Data storage


Presenter
Presentation Notes
Part of managing electronic records requires establishing 
plans for reformatting, 
plans for migrating data, especially electronic records that have a retention period of ten years or longer, 
and plans for records storage, in order to store it less expensively once the records are no longer accessed frequently


Step 9:Transfer records as necessary

Inactive records

FREE off-site
storage

Custody held by
government

agency
Agency may

S Records C in Clearfield

tate Records Center In Cleartie request records
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Presentation Notes
Another source of confusion that we run into with records officers is understanding the two different facilities that the State Archives manages and the very different functions that they serve. 

One facility is the State Records Center, which is an off-site storage facility in Clearfield:
This is for inactive records, meaning that they are used less than once a month but their retention has not yet been met
No cost to agency for storage
Custody of the records is retained by governmental entity
Agency may request records from the RC, and then Return the records to records center when finished





Utah State Archives

Repository for
historical records

Custody held by
state archives

Access via the
Research Center
or online
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Presentation Notes
When transferring records of historical value that have met their retention, and that have a disposition of “Transfer to the State Archives” or permanent, you will send them to the State Archives, which is Located in downtown SLC, just south of the Rio Grande building.

Custody of these records is held by the Utah Division of Archives and Records Service, which means:
The State Archives becomes responsible for preserving, caring for, storing, and providing access to the records. 
Records are available for use in the Archives’ Research Center and online in many cases


Step 10: Destroy records as necessary
= |f disposition is: destroy

= Retentions are not just a minimum

= All copies of a record should be destroyed
at the same time as the record copy (if not
done sooner)—regardless of format
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Presentation Notes
A common misconception among records officers has to do with an essential part of implementing a records retention program—that of destroying all records, regardless of format, that have a disposition of destroy when their retention has been met.

The retentions stated on retention schedules do not only indicate the minimum amount of time that a record should be kept, they also indicate the point at which a record should be disposed of. 

All copies of a record should be destroyed at the same time as the record copy (if it was not done sooner)—regardless of format. 


WHAT CANWE DO TO MAKE
YOUR JOB EASIER?


Presenter
Presentation Notes
Our hope in providing this second path to certification is that we can make your job easier by providing relevant and practical guidance.
We would love to know in what other ways we can make your job easier. 
Do you have any questions or suggestions for us?


Records Analysts

KendraYates — 801-531-3866, kendrayates@utah.gov
= elected state agencies, courts, legislature; analyst manager

Rae Gifford — 801-531-3836, rgifford@utah.gov

= state agencies (with a few exceptions) and education

Lorianne Ouderkirk — 801-531-3860, louderkirk@utah.gov

* |ocal agencies, law enforcement, Dept of Health

Rebekkah Shaw - 801-531-3851, rshaw@utah.gov

= general retention schedules
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GRAMA Specialists

Website: openrecords.utah.gov

Renée Wilson — 801-531-3842, reneewilson@utah.gov
Open Records Portal Administrator

Contact for questions about the portal, portal use, functionality,
etc.

Nova Dubovik — 801-531-3834, ndubovik@utah.gov
GRAMA Coordinator
Contact to report agency updates, GRAMA designee, etc.

Rosemary Cundiff — 801-531-3858, rcundiff@utah.gov
Government Records Ombudsman
Contact with questions about GRAMA law, mediation, etc.

158


http://openrecords.utah.gov/
mailto:reneewilson@utah.gov
mailto:ndubovik@utah.gov
mailto:rcundiff@utah.gov

	The Open Records Portal
	Where This All Came From: SB-70
	Utah Code 63A-3-403
	Utah Code 63A-3-403
	Site Overview
	openrecords.utah.gov
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	Slide Number 14
	GRAMA Portal FAQs
	Frequently Asked Questions
	To Respond Outside of Portal
	Frequently Asked Questions
	Frequently Asked Questions
	Frequently Asked Questions
	Frequently Asked Questions
	Frequently Asked Questions
	Frequently Asked Questions
	UMD Registration Tips
	GRAMA Portal: How It Works
	How it Works
	openrecords.utah.gov
	Slide Number 28
	Slide Number 29
	Slide Number 30
	Slide Number 31
	Slide Number 32
	Slide Number 33
	Slide Number 34
	Slide Number 35
	Slide Number 36
	Slide Number 37
	Records Officer Interface for GRAMA Portal
	Slide Number 39
	Slide Number 40
	Slide Number 41
	Slide Number 42
	Slide Number 43
	Slide Number 44
	Slide Number 45
	Slide Number 46
	Slide Number 47
	Slide Number 48
	Slide Number 49
	Slide Number 50
	Slide Number 51
	Slide Number 52
	Approve
	Slide Number 54
	Slide Number 55
	Slide Number 56
	Slide Number 57
	Slide Number 58
	Slide Number 59
	Slide Number 60
	Slide Number 61
	Slide Number 62
	Slide Number 63
	Slide Number 64
	Slide Number 65
	Slide Number 66
	Slide Number 67
	Slide Number 68
	Slide Number 69
	Slide Number 70
	Slide Number 71
	Slide Number 72
	Slide Number 73
	Slide Number 74
	Slide Number 75
	Up and Coming
	Questions???
	Please let us know if:
	Online Records: Coming Soon!
	openrecords.utah.gov
	Up and Coming
	Records Officer Dashboard
	openrecords.utah.gov
	Slide Number 84
	Slide Number 85
	Slide Number 86
	Slide Number 87
	Slide Number 88
	Slide Number 89
	Slide Number 90
	Slide Number 91
	Slide Number 92
	Slide Number 93
	Slide Number 94
	Slide Number 95
	Slide Number 96
	Up and Coming
	Questions???
	Contact Us
	Analysts
	Transparency Board
	training & certification for records officers
	Your Responsibilities as CAO Include:
	Your Responsibilities as Records Officer may Include:
	Records officers may share those responsibilities with other records officers in their agencies, depending on how the roles are distributed.
	Certifying annually�
	Certification option available up to now
	There are now two paths to certification
	Records access
	GRAMA Certification
	GRAMA Sections
	GRAMA Defined�Government Records Access and Management Act
	Section 1: General Provisions�GRAMA Legislative Intent
	Section 1: General Provisions
	Section 2:  Access to Records 
	Section 2:  Access to Records
	Section 2: Access to Records
	Section 2:  Access to Records
	Section 2:  Access to Records
	Slide Number 120
	Section 2:  Access to Records
	Section 2:  Access to Records
	Section 2:  Access to Records
	Slide Number 124
	Section 2:  Access to Records
	Section 2:  Access to Records
	Section 3: Classification
	Section 3: Classification
	Section 3: Classification
	Section 3: Classification
	Section 4:  Appeals
	Section 4:  Appeals
	Slide Number 133
	Appeals Timeline
	Section: 5 and 6
	Questions?
	There are now two paths to certification
	Records management
	Section 1:  Laws (PRMA and GRAMA)
	definitions
	Slide Number 141
	duties
	Section 2: Principles of records management
	Section 2: Principles of records management
	Section 3: Ten practical steps for implementing retention schedules
	Slide Number 146
	Points of Pain
	Retention Schedule Types
	Slide Number 149
	Electronic records are records, too
	Your database is full of records…
	Managing electronic records
	Slide Number 153
	Utah State Archives
	Step 10: Destroy records as necessary
	What can we do to make your job easier?
	Slide Number 157
	GRAMA Specialists

